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(57)Abstract: 

PROBLEM TO BE SOLVED: To realize information processing system 
and method capable of dividing the key tree configuration of a 
hierarchical structure and managing the key tree configuration. 
SOLUTION: This system sets a plurality of entities which manages a 
sub tree as a partial tree constituting a key tree obtained by making 
each key correspond to routes, nodes and leaves on paths from the 
root of the tree* to leaf constructed with a plurality of devices as 
leaves and^generates a sub effective key block(sub EKB) on the basis 
of only a key set by being associated with a node or a leaf belonging 
to the sub tree and generates and distributes an effective key block 
(EKB) that can be decoded only in a selected entity by using the sub 
effective key block(EKB) generated by a plurality of entities. 
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*)—<D)l'—hfrh> t ) — y£T*<D/<X±<D)i>—^^ y — 
mmt*r—?UyO (EKB) ^J&LT^/WXfCjl 

arrsB^r— *v y — £«j$-r&aw:/ u -fc lto^^ y 

yuy? («EKB) ^^tl)M(?)X>f'<f^ 

HuEH&cD x > t- ^ t- -< o -5 +>- ^ p 

(^EKB) SfflUT, SR^tLfcxv^r-f^r-f 
\Ztel\X<Dfr®.^mtSim9h\t*c--?nyO (EKB) 
*frfe>* — (KDC) fc, 

x>^^^^fcJ:t/Tfix>-x-<ir^(7>PgjS^fllig^* 
[If;fcJg3] MEttl&C&X^Y'r 

*t5i*tfc5u fc £«$«£-r£Sl3RE 1 IcE1E<7>B£ 

[If 5^X14] fItB4*^<7)X>^>f XV^^r-f 
P^COSTIS'J — ^^fi^CD^/WXlC^-r^ y — :7fc 

§B(7)It-5x>f >f (7)Xi^y — K (+>-:/;u— h) 
rt^ ^BCD^/nV Xlz*tJ&-f £ y — :?|z^&/*X±(7)y 

S*«Lfci««*t4C fc Stt*fc*-*flt *3S 1 izE 
SB(Dx>x-<^>rcOTiilc, ^blzg£flx>f 

y — k*/=i* y — 1 w±a>y — K*f=r* y— 

Kfc Lt«BLtBSLfcililS*t*c 
fc t»*fc 1 lcEKO>B&#tt^P 

[If ^6] Sf^x>^-r^^$*assy-Kizi6*Q-r^ 

$rg|x >^ ^ -< (7) "9- 'J — £K5£-r £ y — Kt* fc 5 



«x>T--r-f-^(DiliSy— K (^;u-h) fcLT 

E£S^£raj$-efc<s c fc *m 1 rcE«o> 

— Cleans ur kss+is*— (D^-rcai-^ < -tf-^frSMb 

*-Zfuv1 (^EKB) ££/£U ItFE^r-^fr-tz 
(KDC) IZ*f-r^-9-^EKB(7)^ii^S^lltT 

^-r^i*. x>^^ ^-r p^cdti^/ — k (-9-:^— h 

£ U — £ -x/ w x urno y — y 7 / %V x fc fc 1 * r 
0>&WQtotjLV&}it*—t Ltl«LfcHr*?EK 
b$^jSLT±{4x>^<^-<I3SH1L, ±iix>f-f 
^r-Y f*M^^ E K B ^Stt Lfc^aSy - Krt* t> S BCD 

^ E K B ^ ^fifc L T * & lz±{ix -f Ic^ff L , 
l±iix>f ^r-<^-C\ x>^>r^^^ii-c?(7)Mfr^ 

i^/\VX7b^;u— hlcM^/^Xx^y — K^r— JEfr^fT 

*-E*f=«fey*J«**t^3ESf^EKBa)l»E 
^-^tr4z>^— (kdc) ^(D*»fflS£fiJS5c:,k 

* - 1 ztrntTtzmmm 1 icEKont#«^p 5 & 

[11^319] T<4x>^r-r ^^0ij7f*_ ^SQ-S^UfT^" 

;u-h) a^&y#— ^ • x>^^^f-f iz*Hfc-t&tt%; 

— Kizs^/\x_tcoy — K(c|§^^ti/cy — K^r— 

|f?L/i:M|f?-9-^ EKB^MLT±iix>f^ x^lCil 
«L. ±iiX > ^ y ^ (i^^tH ^ E K B Ltz^ 

- * MSt L fc SSrtf- ^ E K b £ £j£ L T ^ * fz±tt x > 

f^f-ricML, ^-ti&xv^^^-e, x>^< 

^fcMSf-9-^EKBCDHtlSS^r— ^ff4z>^- (KDC) 

^a>s»«as^Tft5ci:iCcfcy. x>f^f>r*i4o 
y & As«xf? ^- 4i*t*t4 c fc s»«fc -r * 

[W*igi o] Tfex>^^ ^-tcd y Tff— ^^L^^Hfr 
-r^x>^^^^(^ N x>f •< F^COTl^ / — K (If 
^b-h) 3^6yjR— fir ■ x>^f^^^[c^-r^*4g 
/-KI=S*/<X±0>. iS*ffiy-K^»</— KICK 
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J£ 4 titz / - K*-* Lfcllr*^ E K B £ L 
TJiGtx>^-< t--< ic&fllU ±ttx>^^f ^fii^Sr 

*-M*rf = * *J £J* 4 *LfcM*r»:7 E K B <DTOE*-3I 
<r-tr>*- (KDC) ^eSffllS^tT^^CirlcJ: 
y % i>f-fW Wttaytf— 9aaieJtf^«fltJft£ 

^/WX-fc6lMix>^-r WCDfiJIif**: LTtSi££ 

*i« c t i l=Etta>HHM7a ^ * 

yy — a>;u— hA>£ ^*-ca)/<xJ:a>;u— K / — 

X±(D*~H§K fccfctfTtt*— l=l«fc*J:fa*— <DB&# 
*»<t*— :?P^ (EKB) ttlJLTf/W XIZS 

-ics-r^y- K*fctt y-?i::»i£LTKS4*i** 

*-f£fr-fcz>£- (KDC) ICfcl^T. 8irK«»<Dx:> 

B) £J3UT\ iB«4tifcx>-r-f t 1 ^ |ctJlxro>^ffl 
*Plfl6ttW^b*-^P^^ (EKB) ££/$-r<5>X^r 

3] «riE*««ia*ai=fei^r. 4*ic. 

TO IB IS & CD x > * ^ ^ co ft * ( * . 

S BCDx>iP<^-< |z«-r 'J — imfltlr £ / — 

[MUM 4] «H»x>-r-fT--rS*M|/-Klcain-r 
4±^x>^>r ^r-f I*. 



)Si>f-rf^fl)ll«y-K (-9-^U-h) 4-i:LT 
fc*W*£**K*SI1 2 lc|E«<Dif#a^ 

p v o £ m i^fc««««»flfe. 

W*ai 5] SHftiMnxv-r-r t-TI4. 

(t?EKB) ££fifcU ffiE*— *fT-fe 
(KDC) lC»-r-5^^EKB<D*««iaSS6.f7 

[»*ai6] ^r/WxtD'jTp— ^*aasjifT-r4x> 
— k*— £ «j /K— <7 7=/ wxjano>y— 3? tvWxicjs 

EKBSSjaLtlfix^f-ff-f CHSHU Jtiix> 
t -f x-f l*Mr*:7 E K B Sti« Lfc^agy - 6 g 
B<D-9-^;u- hlcM4/^X±(Dy- K*— SBRLfcM 
Srth ? E K B £ L T £ lc±<£x >t- -f 7^1=311 
U g±iix>^-<^«<^-C. x>^-f ^r-f *fiit?<DS 

«*^EKB±afc«fctfat«flias««*ffLr. y# 
-^f/Wx^bJi/- MzM£/*x±<D/ — K*— Mtt 
*fTfttv *-H«rlc«fcyftrt*ttfcE«-9-^EKBa): 
■IWB*-»*fT"b>*— (KDC) ^MftlSff43 

»«it4il*ai 2lzE«a>«fl-«^P'y**fflL^fc 

-T4x>x^ T--ftt, x>T--<T--f ^0H^y — K (-9- 
^;u— h) a^6 y#— <7 • i>f^f lz»JCr*5RM 
/ - Klc2«/<x±a» - Kl=IB64*ifc^ - K*— * 
Kff Lfe-Mlf^E K B LTJhlix -r^ Iz 
3MIU ±tti>fYf-fliMr^EKBSaftLfc 
— K^^eatDi^^U— hlzM4/^xJb<Dy- K 
^-^MSifrL/--MST-9-^E K B^iSLt 4 ^lc_tfex 
>f-ff-f 1^21(1 L. g-biix>^>r x>T 
-f f -f »tt"Cfl)Hr*^ E K B£ttfiJ: Sff A1SR 
*HfxLT, 'JtP— ^ • x>^r-f T-'T^&Jb— h(zM4 
/^±0)y-K*-H«r*fT«:iV *— Hfrl=*y** 
S*ifcISrt?EKBO)SJE*- (KD 
o ^(DStiffliai*fT>Ec5ctizj:y. ivf^f-f* 

2 IcffitECDBfi #«^p v ^ *JBl^fc«««a*tt. 
t^ivf^ff^ll x>f>ff-f^M^-K (it 

^u— h) ^t>yjp— ^ ■ x>T-<7^icttj£-r&^as 

^^n/cy- K*— £KR LfcMSf^^ E K B S^fiE L 
T±ttx>^>r^^lc^lL. ±(ix>^-<-x>rfiM»r 




-y-?EKB£lSttLfc3fcM|y — K^bSB^^l/- h 
lc^&/*x_ta>y - K^-Sia LfcjESJrU^E K B $ 
£*LT£*lzxtex>^T-^|zj3t*iU g±(£x> 

M»rccfey*«**ifcH«-9-^EKB0)WriB*— * 

*T-fc>£ — (KDC) ^(BeiSfflSSfrfc 5 C ^ ICct 
[B*91 9] »f/Ux$ U--7£ LT*fiELfc 

mftoit*—?uv<? (ekb) s^rtu-c^r/wxiza 

(EKB) £/&4aH£=] > tlzL — £ ■ vX^rA±trH^T 

AWBW*Tf*ot, mJffi=]>t:zL-£ ■ ztnf^A 
I*. 

— a>^iz»-d<*^*aMb*— ?n^f (Wekb) 

*— S£frtr>£ — (KDC) icfcl^T, «TE4H»(7)xv 

B) £JBlvt\ jg«£;K*:X>^>r ^lZfc^T(B^a 
#W«t»ft*-?07? (EKB) S4«t4^f 

[000 1] 

lc«fcy* ?-fe— £?*£/J*S <fl»*iLT. #J*_I£=i>t- 
>y*-E«. fcSiMiMfcoMWDBM)? 2 — *E« 

tflz^P^^AfiUft^ftlcH-rSo 
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[0 0 0 2] 

■MM 8 — i<fftV7 h^l7f- $ (JUT. C*t 
bS3>f>7 (Content) tW&) — 
h^O^^h^ — <7 S fc£lMiDVD. CDl|CD;jSilpJ 

tt&E«»#*^Lr(DSKiiA<*^i=aor#rL\*. 

C*tb0;lSS=i>x>^(*. a-f^tt§PC (Pe 
rsonal Computer) s f— At&3§lCefc oT-r— S 
fc*l^l*E««i*(OK»3&<«:S3hTW^aF*tfcy. 
IMiP c«(Dlz(*)H-r*E«B^«*Wa>ES-r/W 

[0 0 0 3] tf-T^y-AHW. PCtfO)it««»C 
fcilMiDVD. CDl?lzT^x^&/-~A6cD-f 

[0 0 0 4] SSSt 2 — m&T-$ , fc&lMJ^P^ 

P c*fl)1MllM:#^6a)a-iffll 
lz<fcyE«MM*^6i»tfffl**i. 

[0 0 0 5] ^f-A^P^7A, H§£^--£. IHfc-r— 
MB* -T jE«£zl— tFlz»LT<D*K V7h^ 

[0006] zl-^ \z^^mmp\m^mm.r^> i oa> 

E*=i>T-> % >CDB&^bjai31-Cfc*o -Tfcfr 

[0 0 0 7] BHMb-r— SI*. BTffi<D#tt*lzJ:*«* 
CO)«fc5«:fll«0!)llt»<b««-Bt#ftE« 

[0 0 0 8] Bt«ft«ifl[#ft«tfflt^«'r— 

■a^b*5io)JB«rzii«^3&asa&4*^ wio(d 
i^j^ L-ci^rt>**a«B&^ib^ai:Bf i**ir^*^a 

l^4fl&^bgi < hT : -^^7)a^blzfflL^4a^bSt^^ii 




OftSttft^xtlcDES (t 1 — ^Bt^iH : Deta encry 
ption standard) ^fc-5> 0 
[0 0 0 9] -t^CDBg^b^ttS. ^-^blnffllXbft&Bf 

J6«a>l*JMRI=BB£«j:ftBK-efe«. M*.1£:l— 

-c. *o>a*i=»-si^r«*ft«. flmbB«±jft-r« 
t<7>r*fe^c c<Dcfe5icLr»t>ttf=Bt^bSgi. «^b 

[0 0 10] Ht^b-r*4:*l=fl6ffl-r*Bi#<btt 

iz^^fiisct. w-rst^izttffl-rftttWbMtDffla 
y. »SfflAi=»-r*Bt*jbX»fc. *a>»s«AA<« 

OT, *O^BB»=cfcoTlit^b$ttfcX»*waS«£ 
)toiAwmtli:t)i^^^c **BBBB>*Hb* 
£<7> ft X M ft % 0) I :: f £ R S A (Ri vest-Sham i r -Ad I ema 
n) Bf^/><fc& 0 Z©J:attBt»^b*aS«fflr«Ci: 
K:«fcy. Bi^ba>T>^*iE«iL— -yicWLTO)^* 

[0 0 1 1 ] 

L«fc 5 fc-TSBB] -bisect 5 &3>t-> 

*vh9-{f, fc«lM±DVD* CDmo>R»9Stmzft 
^Lt!ML, B§-^<b=i>^>^^m-^-r^=i>^>^ 

Ao>3>T->^*-tiii#<bLriEa<jC3.-ifica« 
[0012] jEa<f3.— tf-efc**^*^*!]^!*. — fis 

«[BSfrtt5i:^*l^ *0>a«T?<D*inaft-fe * v a 
>+-^«Lt, BBE3&<rtSt Lfc»^ic % ±jgLfe-k 
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lia>^r>^*— SBt#4bLra«S(Ttt3. ^iiE:*5£ 
lei*. #a«ie^*3t£ffll*fc«SBIiE£. *>BB»#5t 
*««LfcBBE*3**<&**<* *aB*«ofcBBElcj3 

[0 0 13] *«w§-ei*. ±aa)j:5ftf- 

aA*MattEBBB»::ft«C£:«jc< % ESfta 

*n4BEB«J:tf*B«tt«9IBL^>mi7a^9 

[0 0 14] 

[BB*i**-r«fctf>a>*«i *^^co® 1 omit 

HKcd-t 5 / W * * U — ? £ LT<SfiELfc % V 'J — cd;u— h 
A*&y— ?*-ea>/<x±a>iU--K y — h\ fc^t^u — 

ft. fccfctfTtt*— -ic,i:-5±tt*— a)iit#<b«aaissiff 

L T 8S TV W X IZ fcl x X (Dfrm^vim ft *£Mb*- ? 
P-y£ (EKB) *±fiE LT^r/WXlzfflflt-riBt^B 

U Kif^^y— izB-T^y— KSfcttU— 7fc»*6L 
rRS**i6*-©w:»^< :7n 

l*T<D*«#^tefc*»*b*— :7p?/* (EKB) s± 

«-r**-*fHz>^- (kdc) <t. t*-r*ctt 
»«t-r4B»*B^p^^*ffl^fcif««a->XT-Aic 

[0 0 15] **E<0««fflS^x^A0>-3l 

> t- -f T -< CD ft Tl£<7) 3fciS -/ - K £ ffetf) x > T -f -f <D 
may— K ("fr^U-H i:Lti«Lf:±fii>f^ 

t- -f *> J: t<£ x > ^ * >r <d vsm itm& & *-r * z ^ 
[ooi6] £t>\z^ **Ma>««naai>x-T-Aa>— ji 
ao)x>^f-f 7-<i=fl-r«^^yy— £«A-r«y — k 

[0 0 17] £^>IC. *^^(D«mg[^Si>X^A<D-SI 
Jg||*Slz*5^T. ^fB^SfeO)x>^-f n-<4tp. x>^^ 

f-f^tTS'j- 7*<i/7<7>T/<>rxic^js;-r^y- 
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[0 0 18] *&|c % **IW<D««ffl3S/X^AG>-SS 

— K*fci*y— ^4"^ 1 j^±(7)y — K*fci* — 

[0 0 19] £bfz. ^aBMOWSHaSi/X^rAO)-!! 

Jtefcgtifcfci^-c. SrSx>^^-<£3fc3Sy — Kicjgaa 

— &&m-tZS- KT-fc3±i£x>TW^5fcagy — K 
[0020] £t>ic. *«wa>it«as*>x-rJU<z)-sg 
(^EKB) **j*u flHMr-JMr-fev* — (K 

dc) fza-r*-y-^EKBa>«»«ft3issefT-r*«ifiE-e 
[0021] *t>iz. *&BM<»ffi®.mmi/XTi±o>-m 

*6IK*§fcfci>T. ^/Wxanj/tf— ^^^H^^x 

— K*— £ 'j ^ f/W^ U — 3? ^ / \V X Ic 

EKB££j*LT±ffix>^ ^|ciS«U _h{ix> 
t- -< f±ESr*:7 e k b £titJt Lfc5RSy — KA* ^ g 
BcD-y-^;u— Hc^£/<?x±a>y — K*— sjeSrLfcje 

E K B £±f£LT2 £ lz_bf4x >^ ^ T^lzmm 

»-y-^EKB^«j3j:t;as«fliai*)B3fcstfTLr, 'J* 
ffrlB^— ^fr-tz>^— (kdc) ^<&Sii«ig£fT£:5 

[0 0 2 2] £b(C, *»MO)««lfflia*>XT-A<D-|| 

^T*r^x>^< ^^ii N x>^-r ^-fP^cDTl^y — K 

h) A>t>U7f?—^ - xv^^-flcfcf/fc-f £ 
^4fls/— KlzS*/<X±a>y — KICKS Sttfc/— 
-«*rLfcKlf^?EKBS±«LT±tti>f-ff 



-flci£«u ±fix>f<f'i'liI»rt^EKB$Stt 
Lfc^-K^^iB^lf^i/- Mc^£/*x±<7)y 
• LfcMfi^?E K B t4* LtJ 6C± 

{ix^^^fci^tu f±fii>f^f^*^ x 

*W*5gfrL"C. UtK— ^ ■ x>^^^^^^;u— hfc 
S*/<X±a>y-K+~H«r*fT«:i\ *-JBKlcJ:y 
^/SStL/cM^^EKBCDmrlB^F—^ff^V^-- (K 

do ^(D&u&imz'ntj;? -t\z£ y % x>^^^-< 

[0 0 2 3] 2£|C. *«W(Dif«[«iai->XT-A<D-3l 

*«By-KlcS*/<X±iD. RsMBy— K*»< -/-K 
fcES S shfc y - K*— £MS LfcMr*^ E KB^ 
/&LTx<ix>^^>f ic&ff U ±ttx>T--r^ii 
MSr* 7 E K B £»tt Lfc*4gy - Kfr £> B B<D+T ^ 
- Mc^£/^xx<7)y - K+-SS»LfcH«r-9-^E K 
B££/£LT£ £lc±{ix>^^r-f Ic&fiU ^±{4 
x>^r -fir x>-x-c^^^^(DMifr-^^EK 
B±fiEj3J:i;jS««ia$jii*S|fTLT. UtK— <7 ■ x> 
x-f rt^/i/— h(cM^/^x_hco>j7t^— ^ ■ x>^^ 
t^-T ic»i£-r**j»y— K£»< y— K4r— E*r£fr4 
t\ *-H«rlcJ:yS«StLfcH»1t-^EKBa)lBIE* 
— 3Sfr-tr>£ — (KDC) ^(7)S»«l31$^T3Et5-i:fC 

[0 0 2 4] ^^IC. **B^(7)1SffiftlSvX^A0!)-SI 

ex«BL «a*Raa»a>ftaa>*^^yic«r 

[0 0 2 5] ^?>IZ. *«5B(D«2(Dfl!jlSI*. ^^0)^ 

^*tf(7)/\ 0 x±(D;u— y— h\ fc^t/'J-^fc^^ 

atfiEf ^/\°x$s«LTis«/N e xji<D^~M«f. fccfct; 
xfcfcL^ro)^a[*Br«Bft*a-ib+-5 r p^^ (e 

KB) **«Lr^/<-f^|ca«-r4flMBfll31->X^A 

fc*j(t*fls*«?p^^$fflixf c fli«flia^rzfci^ 

^u— t»anr***©i>^-f ^-ricfcixr. mv-y 
•yy-rcH-r*/- K*/=f* ^ic»j6ltI8S**i 
**-a>wc«^<'9-^*jafc4~^py^ w?ek 

B) ££/£-r6X^y3?<t:. ^-*fr-ir - (KD 

C) icfcLNT. MIB4*»(Dx>^-f 

mtoit*~?ny* (^EKB) ^fflLNT, iMW^^ 




vO (EKB) £±f$.?Z>*Tvyt. Stt^ci:? 
[0 0 2 6] £f>fz. *«na>mAl«aa)-Xtt« 

[002 7] 2*\z. *jBHamRaJi£&a>-xiiEaB 
weasel i«i>f-f x-f t**y-Ki=aaD-r* 

[0028] 2t>\z % *nn<Diiintomft&o-mmu 

RSS*i**-0>*l=»^<*^*»*b*-?P** 
(«EKB) £3l/3cU mTE^-SBft-bV*- (KD 

o fc»-r«-«-^EKBa)*«ffla**(T-r4ct*i» 

[0 0 2 9] *bl:, **M©««ffla^aa>-SI«6IB 
KlzRffiSftfcy-K*-*M»rU JEW-/— K 

*y ^f/Wx^o'j- :7x/W xizfci^r 

x-f e k b ea« t - k*> b g ao> 

^ekb Lt^b i=±ttx >x-< T-ric2lfi L s 
I±i4i>f-<f^^ x>^r^^^miir*(DH»r-y- 
^EKB±fiKtecfetfiS««l«*«**tTLT. y#— * 
f/Wx^b;i,- hlzM^/^Xxcoy — K*— H«rtff 
ttlV Mftl=«*:y±fiR**ltr:M«r^^EKB(DWE 

(kdc) ^(DgSS^Ji£tT& : 5-<t 

r=*y. -r/^x^UTK— 9«aas*ff-r*^ts»« 

[0030] Sbi:, *§£BX<Dmmmmjj}£<D-&Mm 
ttHcfcivc. Tiixv^-f ^^^ijTtc— £«Q3!£§|fT-#- 

frLfcHfcrtf-^E KB^^f$LT±iix>f^f>fl^ 
«U ±ttl>x*xWW*MK^:7EKB£ffl«Lfc* 

- £ L fc MSr* ^ E K B * £ f& L T * b ic _t<i x > 
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T" -T JUtt-COOMB* ^EKB^fcJ: tHtflMM£IUk 
Hfr Its y#— ^ ■ x>x-f T--f3^6;b— Mc££/< 

^/-lE«r-9-^EKBCDlfrE^-^fT-tr>^-- (KDC) 

[00 3 1] * 6IZ % **aa>1M«l*tta-*IHI 
«f=J3l*T* Ti4x>f>ff^ 0>y#— **W*»t-*- 

;u-h) **&y#— 2 ■ x>x-f x^KttJC-T^agy 
-KI=S*/<X±©* tt3M/— Kei*</— KI=HJ£ 
**ifcy-K*-MlfLfcIlr«EKBS4*Lt 
±f£x>x-r x-ficaSfcU -bfitx v-T" -f "x'T liJESfi^ 
^EKB Lfc5R«y - K*P b S BO»^l- h IZ 

£4/^±0y-K+-SIiLfcIS*?EKB*t 
/«LT£blz±ttx>x-f x-f ic&AU S±<ix>x 
fx^^T** X>x*x*i|M4T?<DEKl*:?EKB±j3i 
fc*l/iS«flia*JlB*SlfTLT. U#— • x>-r-fr 
•f **&;u— HcS£/^X±CD UtK— ? ■ x>x>f x*f lc 
JfJC-TftSRIiy— K*K<y— K*— KHr*t¥ttt\ * 
-MSrr^J: y ±rt*jfcfcMr*^E K B(D«SB^-«ff 
4z>$- (KDC) -MD*»ffl8£fffc5C£f::J:y. 

x > ^ -f ^ hm^o y #— o mm £ *frr « c t e w« 

[0 0 3 2] ^0)$3OHlt 
/\VXj'J-7t LTiaLfc^ 'J —O^U- h^b'J- 

*— *»*«itfc*-^y— K*-*>y-* 

/<^X|ZfcLxrO^S^-oT^^«a^b^r-^P^<7 (E 
KB) *flfe*LT^/<-fXI=««'r«1(Mi«W->X J fA 
lcJ3lt**«Mb+— ^P^^ (EKB) t«ffiISa> 
t°zL-^ • vX^A_hT'HtTi±L46^)=3 >t°zL — ^ - ^ 
P?7A$Mt5^Dy7AfiM»:tftot, «TE 
3>lfa-^ • ^p^f^Ali. 1WE*— % ^y— *«*"T 

«»»*vy— Lra>if^^y— £ea-r**»o>xv 

y-7i=»JCLrKe**i*^-a>w=»rJ<-9-^*ja 
Ib^F—^P^^ (^3fEKB) S^fiK-r^X^'V^i:. 
*-IS*T-tr>2- (KDC) (zfcl>r. fJE«8fi:(Dx> 

^■ssmtem®<t*—7uv<7 (ekb) ^^/st-^x^ 

o 

[0 0 3 3] 

»KM«BftO)B*<b«E««lfiK*ffl^«ci:lz < fey. 
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Lfc«dto«E«*iS£JBlV BWIttd L < liWtB 
jESft-^/W XCD^jMfrS-oTtt&'T— * SLICES*" 

[0 0 3 4] *#£BJ5CD**j£l::^Tli. PgJftf) 

[0 0 3 5] ftfc, **W0)»3a)ffl!JBBI^«*^ny7 

S«#-efc*o CD^FD. MOft^EBtt 

[0036] ;:a>cfc3ft:7p^5Affltt«{*iA. zj>t° 

— £ ■ ^P?7Aj3>t°l-^ ■ vX^AIC-f >X h 

— ^^C^lCfcoT. 3>tfa— £ ■ vX^f A-t*Cli 
[0 0 3 7] *#Wa>S£l=fl&<DBW. WflK»jpJjflil*. 
[0 O 3 8] 

aurr*. sfifflfl2oicfcit^«ist?(±. siiLtcBt^-. 

78««2 o ^(DMcD-x— $£Jftlis — 

0>*<y h^-^S^Lt. &&IM*DVD. CDftDlS 

[0 0 3 9] =J>T> % yO)E««l1 0(Df-*E«*R 

£ utli, h 1 1 . SjMSc&i 2, mss© 

tft1 3. DVD. CD^^f-f71 4**<fcy. — 

3>f>7S«i2 0a)f/WXi:Ltlt /<-V 
^-;U=3>tfzL — £ (PC) 2 1, /K— X 



(PD) 2 2. ffiffMS* PDA (Personal Digital A 
ssistants) H0)8t*^il2 3. DVD. CD^b-^ 
*(DE«H±* 2 4 . AfttiMFO) W£*ffla 25f 

zi>^> <y eimi 1 o^bStt?tif:3>fy^^ i > 
k?— im*. a&aiMi^x <<r 3 o 

[0 0 4 0] [x/Wxtft/S] H2lc. H 1 (c^-f n> 

11 o 0<&fltJ*:7nry*ia**-ro E«S*ft«i o o 
I*. Atij^J I / F (Interface) 12 0. MP EG (Moving 
Picture Experts Group) <7 1 3 0. A/D, 

D/A=j>/<— * 1 4 1 S-«;LfcAtti*i I / Fdnterfa 
ce) 1 4 0. Bg-^*GS#f£ 15 0. ROM (Read Only M 
emory) 16 0. CPU (Central Processing Unit) 1 7 
0. ^'J 1 8 O. !5fi$Si*1 9 5<D Kv-f ?1 9 0$ 

[004 1 ] Affl* I/F1 2 Oli. ^ffl^€)flt»**L 

lcU*-T4o MPEGa-r^ 1 3 0lt /<X 1 1 o 
*irLTttl4*tL6MPEGfif<k**ifcf-$S. M 
PEGf3- KL. Atii* I/F14 0lziii2)1-<S>££ 
tic. Afcii*) I/F14 OA^ttteShSf-f v£;Ht 
^MPEGi>a-KLT/^1 1 O±lzai^-r^o 
Alb* I /F 1 4 Oli. A/D, D/A3>A-J14 
1 ^rt/SL-CLN^o Affi^l I/F1 4 Oli. W«^b« 

^^Wayfy^^LtoytP^^it. a 

/D. D/A3>/H 1 4 1 tA/D (Analog Digita 

DWft-ficfc-c* x* v£;Hf^-£ LT. MPEGzi 

— x^ 1 3 O |Ct±i^)-r^ <h ^ tic. MPEG3-f; 
<7 1 3 Ofrk><DT<< 5/*/Uffl»S* A/D. D/A3> 
/<_- $r 1 4 1 tD/A (Digital Analog) SEBrt"£ - £ 

[0 0 4 2] RTOAS^ttl 5 0I1 
(DLS I (Large Scale IntegratedCurcuit) "CfllfiE* 
ft. /U1 1 0SirU«ttSih43>fyytLtfl) 
x-f S?#iiHl#a)»»<b. **IM*BE*M 
t*ffU BM-x-*. i§f-^fJ/^l 1 0±lc 

•^LSII=i6r, «a)V7h»>i7*fcl*A-K 

izo^ri*«s-eKwr4o 

[0 0 4 3] ROM 16 01*. EflkS^3S«lCcfc oTffl 

I*. ROM 16 0. >^E'J 1 8 OlZlBH^tttc^Py^ 
A&|g ; ?Tt"^>-<tT*. MP EGu-f*V^ 1 3 O-^Bg-^- 



5 om&frm-t&o 1 sol*, mx 

I*. ^S^§tt>^'JT% cpu 1 7 o*<5i*Tf £^n^ 

CPU17 0(Dl^Fd:f-^ ^blCf 

-So K^-f?1 9 01*. ^v*;u-^-*£K«|f£prte 
ttB*MM*1 9 StmtiCfctJ:^ Efttttt 1 9 
5**&T-f v^^f-^ ^IS^tUL <W±L) . /<X1 
1 Oilziii^-r^^ /\*X 1 1 0£tf*LT«ii&£ 

tt-S^-r Bftttftl 9 5lz«$SLTIB 

[0 0 4 4] BtiJKttl 9 5 1*. DVD. CD 

mox.T'i*'?. M§f>fx^, ast-?**** mm 
t 1 — fci ^tt r a M«a)¥«tt^ ^ 'J «©f 
ju^-*a>E«prtetta*Tfcy, MtoMrtt, 

fiU Bfttttti 9 51*. Efl»£BBl OOlcMM" 
&t8/&<!r LT 

[0 0 4 5] ftjS. B 2 1 5 01*. 

[0 0 4 6] i*—mmmmkLT<Dy*)~ c*> 

[0047] g! 3 co^TISlc^-f 0~ 1 5A<3> 

f>7SH«2oa)i^©f/^^t'*5o -r4c*>4IB 
3fC^-TPgH^iJ- (*) fl|£<D«*('; — ? : I eaO A< 
f*lf*LO)f/WXIZ«St*o 

[OO 4 8] Sf/WXO - 1 51*. gi&B#fc£>lM*tH 

ffirfl*. fc*iM*-ta)«f=*5i^r. H3iz^-ri8B^y — 
(*) m&i^&itz. e»<D«j— ^^e>;u— hcm** 

-f£o i30lTSl-TtKOOOO-K1 1 1 1rf><& 

siz-tn-etLiiiy ^Tb^fc»;~ 3?+- 

T'fcy. I±I50KR UU— h*-) ftTS*^ 
2#g<7)0f (y — K) ICE«S*tfc*— : KR~K 1 1 

[0 0 4 9] H3fz^-r»>iJ— «fltlzj3L\T, ^J*!*^ 
/\VXOIi';-7^-K0OO0(!:, y— K^r— : KO 

00. K00. KO. KR^St^o f/UX5liK 
0101. K010. K01. KO. KRSfttl)o 

X 1 5 f*. K 1 1 1 1 . K 1 1 1 . K 1 1 . K 

1. KR^Rfrtt^. fcfc. 83 0)7';- lc[*^/\VX 
*<0~1 5<D1 6«(D**BIS**U 7«J-tat4|li 
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[0 0 5 0] *fc % 03(07*;— «atic#**t*«-ry< 
-fXlzl*. «*ttEIIJlMt. f/WXiW 
Mfe^L^I±T ^ /^VXIZ^g«|Z^$tl/iDVD. C 

D. md. ^^^r^y^'JSSttfflt^^-f? 

/wx. ^^^,7 r ^';^-v3>a>^«/so±fcgi3 

lz^r=3>7 t >7i&^t^(*«IEfli«i«-Cfc§PSH7';- 
[005 1 ] ^hb0^^f/WX, T~2 l ) *r—is a 

>^*#-r*vx^Aiz^^r. eyx.i*E3 0)^«-effi 

A//£»», tftfc^f/WXO, 1, 2, 3*0— WE 
I*. Z<D &1&-(*m AjtiVfo— ^rtl=***L*-Tr/Wxic 

**lti*. ^ct^r. ^»(0=3>x>7SBi^bLr^ 
n/W?*&attLfci;, »T/<-f x^jifc«ffl-r^=i 
>t->7*— tattufcy . ftSLMiftf/^x^c,? 

— * £*>!* y 88 JHb Ltili^t « 4 l*ofc*MA<*TS 

*t£ 0 3>f>^?p/\vi fc*LM*»»«as«na- 
ft^/wxtflo-r-^issdSfTttaaBBi*. i3 

<Z>jSiST*H^*£S0#. t^f/WXO, 1, 2.«:_3 
£ 1 oco^7U-^<b: Lt-gLtf-^ tSttt«Al 
£Hfr-f£o c<D<fc?fc:<y;U-:/|*. B3 07U-*lz 

I*, * v-fe— *E«*«4: Lt«ftt^c 

[0 0 5 2] fcfc\ </— K*— . •; — ?*-|*. fc&1 
ofl)iMt»|:J:ot«lSLrMLttJ:^L, 

<<V. »9P«l!i»a)^7-b— ^-^Ea^SfZcfcoT 
[0 0 5 3] C<D7 1 ;— fltatlcjSl^T* B3^&n&^ 

tt«fc 1 o<d^;u— :7iz#£H3 3o<7)r/Wx 

O. 1. 2. 3 1*^ — K*— 4: LT^ilO^r— KO 0. 
KO. KRt«*t*. ca>/ — K*-#*««£«JB 

■r^ctic^y. ^j^f^i®cD=i>^>7^-^T/\V 

XO, 1, 2. 3<D^lc»tt-r«Ci:3Si<Wlfi4<i:4. fc 
4^.1*. *iii=«*-r*y — K*— ko og»S3>f 

4^<T J /<-rxo, 1, 2, 3 0>^*<*iSa>3>T->7 

K c o n J y - h>-K 0 O t'Bg^bltriE n c (K 
0 0. Kcon) £. hr? — ^ S^LTfc4LM*E 

RiWlcftttltf/Wxo, 1, 2, 3izi2*rr*i. 
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II f/\WX0, 1. 2, 3(DW, -t*l-?*UD*T/W 
*lzfclvc«Mrr ✓ - K+ — K 0 0 £fflivc»# 

Enc (KOO, Kcon) £8?^T =J >T" : 
Kcon^Ci^i,h^ 0 Enc (K 

a, Kb) (*Kb$Ka|Cj:or^^bL^^-^T*fe 

«£> C <t £7F^o 

[0 0 5 4] &tz % fc£B#£ t IZfcl*T. f/\VX3(D 
RfT^t"^)^ : K001 1 . K 0 0 1 , KO 0. KO. KRtf 

lz, f/NWX3SvXfA/)NbayitM^I)o * 
0)*:#>|Z|£ % / — : K001.KOO.KO.KR 

£-t*l-f*lR/=ft«K (t) 001. K (t) OO.K 

(t) O.K (t) R|Z»BU f/WXO, 1. 2fZ 
WIS^F-Sgx^M^fc^o CIC-e, K (t) a 
a al£ s g|Ka a a £>t£ft (Generation) : t(DM4 

[0 0 5 5] MSMr— <01S*filSO^TittBJ^-^ o ^p- 
<7>H£rli. 14 (A) IZ^^r&Hb*— 

O (EKB : Enabling Key Block) -Jn y 1 

\zmm-fz>zk\z&*DTm'ff$*i& 0 &*>\ *«Mb*- 

^P^^7 (EKB) I*. g|3IZ^-rjc3^^U— 

* fc «>o>Bt»ft*— 1= «*: o r« « * *i 

&o ^Sdlb^r— ^P^<7 (EKB) 4=~H*ff^O^ 
^ (KRB : KeyRenewal Block) kmitiZ d £ £ £> 

[0 0 5 6] B4 (A) l=SH-*»*Mr— (E 

KB) lzf±. /- K*-©»r©Mftf /Wxo^tf 

xo. 1. 2fzfcix-c\ t*ftt OMSr^-K^-^IEfli 

£o Ha^&W&frftJ:?!^ f/WXO, f/\VX1 
li. K*-£ LTK (t) OO, K (t) O, 

k (t) R«gtfetj, ■ : r/<^x2(i, S«fy— 

— tLTK (t) 001, K (t) 00. K (t) 0 % 
K (t) R^IffcS, 

[0057] H4 (A) <DE KBIZ^ti^^fzEK 

Bfzr±tt»a)iit#<b*-*<***i* 0 «TSO)i»^b* 

— I*. Enc (K0010, K (t) 001) X+foZ> Q 
CtLli^/NVX 2C0^O'J — K O O 1 OlZ^T 
«*<b**LfcH«f-/— K+— K (t) OOlt'fcLJ, 7 s 
/<-<X2f3\ "J — Jz£o TC(7>0£-5§lb 

K (t) 00lS»4:^T»*So * 
tz. m^-fZcfc U»fcK ( t ) 0 0 1 £ffllNT. g4 
(A) 0T^b2K@O)&|^b+~Enc (K (t) O 



o 1, k (t) oo) GmvmktiV* MM-K* 

-K (t) OOmC^^T^^o J5ITIIB*. U4 
(A) (D±fr£> Z&mOVg^it*— E n c (K (t) O 

o, K (t) o) £<I-s§-U (t) 

0. 04 (A) <D±frt> 1»g(DII&4§-fl;4— En c (K 
(t) O. K (t) R) £&-5§-LK (t) RS»fi 0 - 
2u f/\VXKOOOO. KOOOIIt / — K^r — K 
oooi±HSr-r*»*lc**tLT*J&r. 3ESr/-K* 

— £ LT&g&CDIi. K (t) OO, K (t) O, K 
(t) RT?fc£> 0 f/WXKOOOO. K O O O 1 li, 

i4 (A) 0)Ji;^ 3ifta<E8g^b*-- En c (KOO 
O. K (t) 00) J^LK (t) 00, £8tf»U 
J^T. 14 (A) <D-t3^6 2fa:BG)lli^b*~En c 
(K (t) 00. K (t) O) £ft£U Mr/ — K* 

— K (t) O, B4 (A) CD-tfr& 1 KSOM-lb^F— 
Enc (K (t) O. K (t) R) ^LK (t) R 
&m& a CCD<fc5lCLT. f/WXO, 1. 2l£M#fL 
TcStK (t) 001. K (t) OO.K (t) O.K 

(t) R%m&zkrf-e£z> 0 #*>\ B4 (a) <tm> 

[0 0 5 8] H3fz*-r^y— «jfi<z)Jiais:(Dy — 

-: K (t) O. K (t) R(DJEft3&<^S-efcy. 
K*-KOO(D^0)B«f«ia3b<!^S-Cfc*ii*r=tt. @ 
4 (B) 0>m$hit*—yny(7 (EKB) £ffllN£C<h 

T3\ JEStV — K^r — K (t) OO^f/\VAO, 1. 2 

[0 0 5 9] H4 (B) IZ^-TEKBIi. 

t^t^l/- ^ftCD^/WXO. 1. 2. 3#fc&fSfi 

(t) con^fCfclxtnc C(7>£^ T^W* 
O. 1, 2. 3 (DltiO) y - K*- K O O SIK L fc K 

(t) 0 0$fflLxrfir/=ft*a(DB«f3>-r>*>*- : 
K (t) con^ibLf:f-^Enc (K ( t ) . 
K (t) con) £gj4 (B) (Z^tEKBt^^lCgE 

[0O60] t^^s f/UXO, 1. 2|£EKB£ 

ftiLt»feK (t) oo£mvc±KBt#S:£tt-5§--r 

*U*. t fl#^T*(7)=l>^>^^— K (t) con$iS 

[006 1 ] [EKB Lfc=i >f>7Jr-0)i 

ffi] IH5IZ, tMT0)a>f>7^-K (t) con 
£»4fii«i:Lr, K (t) OOSfflt\T«r/=>S*iB 
0^f>n-K (t) con£g^bL/cf-^E 
nc (K (t) 00. K (t) con) k ID 4 (B) (C 

^tEKBi: Ltgfl Lfc-r/ W X 0<D 




— ^Sn^W*— K (t) coniLMT'^o 

[0062] igsiz^-rj:?^ f/wxoii, nam 

£ x LTl^^ — K+— K 000 £m>T±*EL 

fctH«0)EKB«l31lC«fcy. / — K*— K (t) OO 

££j«-r£o £*>\z % m^Ltz^y-^^-K (t) 

O O £ffll N "ClE&r^ l/*>^r — K (t) con£^§- 

[0063] [EKBO^t"77h] H 6 IZ<f 8Mb* 

— ^P»V<7 (EKB) a)?*— W KfiiJ^^-To /<— is 
3>6 0il4. ffiHrib^r— (EKB) CD/<— i> 

KBS«H-rft«1Ki:a>-r>ry4:<D»a:BB«S*-r« 
f&£#o 0 t^xi*. *»Mb*— ?p*;9 (ekb) (D 

f-*#^^ 6 0 3l*, *»ft*-7Pv* (EK 

b) ^or-^gpcoiis^^-r^'rv^Tfev. $^* 0 

-f 6 O 4I4S^S5CD<£S. m&tf-OZ 6 0 5 1** 
[00 6 4] f-^$H6 0 6[t « 4 / — K 

SBWteLfc-T*— * SIMM" w^ismsiz^-r 

[006 5] $«f86 0 7li, ^-^ffllzttfrtSttfcBf 

£ 0 H7"Cfe\ LT5tlcg|4 (A) -ettWLfc 

*«Mb*— ^P^«r (EKB) «»tt^«fl«»LTl^ 
4o CCOBtCDT— £|4, i70i (b) |Z7F-Tcfc5l^^ 

— h*— <7>M$T^r— K (t) Rrf)<^£*LTl><5<D*e. h 

y^y — KT KUXIiKRtftSo -o<h£. 

±SOf-^Enc (K ( t ) O. K ( t ) R) I4 % H 

7(7) (a) izttmrnv iJ-iZTr^iZmzhZ. 

T% #KDt— $14. Enc (K (t) 00. K (t) 

o) r-fcy. ±-ci*«tro>-7 s — *<D;teTa>ia«i::fc 

ffi**t*. *^I4 {£ (L) (R) 
t8£**li. i±Sfl)f-*Enc (K (t) 0. K 

(t) R) <D&lz\tT-5ti<&Z><DX^ L£^=o. 
T(D-r-*lc*ya<R5E**u H7 (c) IcS^t 5 — * 

[0 0 6 6] Enc (K x x x , K y y 

y ) *<*;/U— m&<»£ ZlZ&m;LTl*&<Dfr£7li'?tztb 

E n c ( K x x x , Kyyy) . . . !4. IdttlCBg 
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^ffi^-ri^. 5fea>H4-ettWLfc«*a>cfe5ic«^b J r 

I** 

0:Enc (K (t) 0, K (t) root) 
0 0 : E n c (K ( t ) 0 0, K ( t ) 0) 
OOOrEnc (K ( (t) OOO. K (T) 00) 

y. d^ttt^— tttt<Dfl*j*«RriiBfctt*. 

[00 6 7] i6lClot, EKB7t~7'V hlCOl\ 
T^^fcK^-r^o ** (Signature) 14. *r8Hb*— 
-JuvO (EKB) SSMTLfc«jUi«»fe>*. 3 

4. EKB^g$ILfrr/<-f Xfi*«^liElCct:oriE^ 
tt*«Mb*— ^p^^ (EKB) *fr#*<*fTLfc*» 
\t*c-?Uv'? (EKB) T*&4C<h$-5Slg-r4o 
[0 0 6 8] [EKB${!ILf:a>f>n-feJ:.tf 
=i >^^ % >CD@E^f] ±£&(D#]-e[4. n ^=rlsV*—<T)H 
&EKBk±i\Z&ttT&mZ'Ol\xm9lLtztf % =3> 

r eg *<b Lfc =i >f>^*-fi§«l tt tt-castrt- 

[0 0 69] E18|ZZC7>«?— ^^Sfifc^^-To E)8 (a) 
[CTF^^^f-fct^T. Enc (Kcon, conten 
t) 8 0 114. z, (Content) £a >^>^^F- 

— (Kcon) T^kLfcf-^t'fcy, Enc (K 
EK, Kcon) 80 214. =1 >^>^^— (Kco 
n) £a i/T* Bf-^-^r— (KEK : Key Encrypt i 
on Key) VVS^it LtzT—' 9 Tffc V % Enc (EKB, 
KEK) 8 0 3(4, 3>f >7^r-el§+-KEK^ 
mt*—-?Uvt (EKB) iC^oTBt^bLt-^-^ 

[0 0 7 0] CCTTs 3>f >74-Bg^-KEK 
14. H3t**ty-K+- (K0 0 0. KOO-0 . fc 
h*— (KR) g{*l?&or^cfc< , 

— K^r— (K0 0 0, K0 0— ) . fc4l^l4;^— h^— 
(KR) lz<fcoTB&^b*+Lfr^r— t?fcott<|:^ 
[00 7 1 ] 18 (b) 14. «ttO)P>7->^3^^ 

7l=EIK$4l. •C-it-FtL^HCEn c (EKB, KE 
K) 8 0 5 £MfflLTl*«*^<D«fie«£^-*\ -<^«fc 
5ft«fi6l=fcl^T(4, &f-^l:^CEnc (EKB, 
KEK) &ftAT4~£::£tt<« Enc (EKB. KE 

K) icy >*-r*y ^^^S^-Tf 1 -^**-?— 



[0072] m 9 fCU fJg^_K E K 

in 3 fc^-r y - K4~ k o o * w.%t Ltzmm s - k*- 

K (t) 0 0^LT«J«Lfc«*a)«*3K-r. C(7)i§ 

a*. CTxtfatDSaifZcky y#-$ (»k) **iti*« 

O, 1, 2l=»LTH9f=^r (a) #J»jb*-^P^ 
* (EKB) it, (b) (Kcon) £ 

3>^r>-/^r-Bi^- (KEK = K (t) OO) "CBt 
^■itLtzT—Z k % (c) n>^>>> (content) £u 

>^>y*- (Kcon) -ete-sHbLfc^— £<h£iE{l 

[0 0 7 3] B9 0>*ffl|ztt % ^/t-fXOICftltiW 
ik+-^P y ^^f, 'J - 7+-K O O O 

Sffli^/ca-g-aiafc^ y, a>-r>*>+— m^*— (k 

E K = K (t) 0 0) SflMJ-r*. »C % K (t) 00 
f:«kS«*l: J: « a >f >^*-K c o n S»#L, £ 
&f=3>T-^^+— K c o nlZ«fcy =l>T-W<7)a-g-$ 

cft.&oaafz.fcy* TvWxoiia 
£fiJfflnT£E<hft£ 0 taVxi, 2lcfcivc*«-**ft 
*«■ EKB £«lt« Z 1 1: J: y , 

(KEK = K (t) 0 0) &Wti>Z£ 

[0 0 7 4] H3(Z*t*(D^U-^a)f/WX4 r 
5, 6 — |** C(7)(B]4iC7)T ? — ^ (EKB) ^gifLfc^ 

t^>f>7^-^- (KEK = K (t) 00) £ 

X3fCfcL>Tt, i#fl>«tt5U-7^ 

--CI*. =3>^>rV^-Bf-§-^r- (KEK = K (t) 0 

0) S»»t«utA«T?*r, 2E*ft««|«*r«7/< 

ft£o 

[00 7 5] COctaiC, EKB£iflJfflLfc=J>-r>';/ 

±fciES*w#a)^a-^pr«6i: LfcB-s^b=i>-r>*;/ 

£IE(l^-£c<ttf^£ft£ 0 

[0 0 7 6] ftfc\ m$hit*—yny? (EKB) , 13 

?a** (ekb) % =3>-7 L >^+-. NHHb=i 
>t>7^dvd, cD»a)iHl»«*ti=*iiiLri— * 

i^#Mz*itzm&it*— ztuvt (ekb) (Dmmzjz 
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[0077] 01 oiztmmwizm^itzi^Tisvtt 

*l=*»fc*-:Jo*2 (ekb) £te«Lfc«j£0ij£ 

mi o\z7jkfm\z^i\nts isis^^fc=i>^> 

4)3i£!rtb*— (EKB) £*tjS^lffcir 

— ^^t&^^tt. £ t>lz/<— *; g >M<D*r$Mb*— -Jn 

VO (EKB_M) A««**iTl^ c «xtfEKB_ 

ifin>^>^c i SB^bLfc3>fy^«Kc o 

n 1 &<b\Z&m£tl* «*.f*EKB_2f±=lV 

t^C2 Lfca >^>>y*-K c o n 2 

*Mt*-?n*y* ( E K B — M) *<GttKttlzftM$;h, 

(EKB_M) izttfcttl+i^tixi^CDT^ *f$Hb*- 
yuy? (EKB_M) (Dffi-i-|Z e fcyu>^>^C3, 
C4C03>-r>»>*-$a»-j-«ct*<-e#* o EKB 
_1. EKB_2f*^X*|c»tt£jfcTl*ftlVDT? % 

»«# i= jz & mm \z & o r -t-H-r+io) =3 >t- > y $ 

^^-■r^^^fZj^^ftE KB_1 , EKB_2JMt 

[00 7 8] HI 11c. «»(Df/Wx@r*a>fW 
^li-^ Sif^tf) EKB£#t|/BL*:=l >7 L >^^— 

"To ±15 (a) «e*«fie-Cfcy % (b) 

*»Mb*-:?a** (ekb) swfflLfc«rc*4 0 ft 

*K H11 1l:fcl^Ka (Kb) f* % Kb^KatDg^ 

^[0 0 7 9] (a) (Z^fcfcdlC. ^-^i^g 
te#0)iEattt«BL. ^fc^-driSmoili^bftWz 

/WXMfCfcLx-C. EliE«|l^ifcJ:t;aX«^S (AK 
E : Authentication and Key Exchange) £HffL. IS 
mW±L Lf:Ct$^LTt^>3>+-Kses 
T*zi>^>^^-K c o n*Bf#4bLTiS«-r*«aSS 
fTftoTU/co 

[0 0 8 0] 1 (a) (DPClZtSl^Tit. g 

flL/=-b^v3>*--eBi^bLfc3> J r>^+-K s 
es (Kcon) o n 

S»*Ci*<W1lfi-e&y, J6l:8»LfcKcon{P 
CStoS«tl,«#+-Ks t r Vm^itLXS$HD 

t^'jiz&ft-tzzktfoimttjiz,, 

[008 1 ] Si 1 ( a ) iCfcl^T. =3>^f>^^a/< 

-fyr*. H11 (a) (DEaf/<-fxnoil:^f 

-^*«ffl«r<nft^iB«Lfc^a^T?t. r B ncpc % 

S^»«*<Sat-*»*f±. H11 (a) tZTjkT&olZ 




> v * Bt#<b l r Ed-r s ^ i ^ t mmtfi&w t u 

So £f-* ffll:^at^PC, W±J£«l:i*>i*Tt,BE 
«Q3lcisivc±JS L#frf 4 c £ Icfcofc-fe ^ > a 

[0 0 8 2] g]1 1 (b) OTISIZ^-rWSb^b^r 

-?P^ (EKB) €WfflLfcflll=feL^Ttt. 
>^?a/W^6*»fc*-?P7* (EKB) 
mi&itlr—yuy? (EKB) (DfflSI::.*: otflbtl^ 
K*~ . *fcl*JU— h+-|:J:ota>fyn- 
K c o n £&£-§-<b Lfcf'— £ (B<D«-ei*K r o o t 

(Kcon) ) SKS-r^CtlCcfcy, SUM LfcEKB 

nt»LtMt«ctiWlli:ft*. 
[0 0 8 3] flfcoT. flUitlilBl 1 (b) CD^aglCtfW 
ftJfflWttft*»1b4— ^D^^ (EKB) ^Lt, 
^P^^ (EKB) k. t(DBKBmm 

'J — * / — K*~ |Z«fcoTI±. EKB 

«T/<-f xm-ea>BEEafl. -b^S/a>*— a>£riL -t 

[0 0 8 4] PC. B«W±»lzt«fflpril6tt=i>-7 l > 
tt*»fc*-^n«y^ (EKB) SMLt, E«*T£ 

[008 5] [**Mb*-?D?9 (EKB) * <$ffl L 

fcBtt*-oE« ] ±ao>*»<b*-^ 

P^ (EKB) SttffiLfcT 5 —- SrfcSlMi*— (DEfl 
(EKB) fc«fcl^zi>T->^a6^^|±zi>^r>^^r— 14 
*«*UiLTEeU «T?|giS-r*. LWS'J 

Ka k e £±i/£CD*r&rtb*— ^Py* (EKB) 

T**t4BB*-«»ft. #»«*3tl::«ofcBE*a 
«**Tr*«rtl::oi*TKWl-*-*. t^*»EKB|: 
«fcftB»fc* y-fe-^f 5 -* *StE4-t LfcflTCfc 
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So 

[008 6] fta«Bt#*a*fflt^=«5B 
BE*;t (ISO/IEC 9798-2) £a*-*-. Ell 2fc*5l>Tli. 

LTD ES£m*TL*4*<. ^MSlPt 

T. *-T. B*6 4t'7hfl)aftRbgi«U Rbfc 

^r/gacoi DTfc§ i d (b) £Aicanrr* 0 c*t 

SMLfcAl*. SrfclC6 4tf!y KDSLBtRa*** 
L. Ra. Rb, ID (b) <DM\Z K DESOCBC^E 

— ktbk a b*m*T-?— l* B\zm&-t 

So fefc. gKabl*. Afc£tfBIZ^ffiOD$&ffi^£ L 

CBCt- KtfflWcBKa blCcfc^Hg^b^iSli, « 
TLliDESSffll^fflaiCfct^TI*. 81IiRa £ £ 
SMMMIWDL* DESBt^bWlCfcL^T. iKabJ 

i^rit^bL, »#XEi££fitu «i+rnt#XE 

URbtS»ft«BI»U DES«*Hbffil-fcl* 
T. BKa b£m*TBfr«HbL* Btf*E2jMU 
*blz, HXE2£ I D (b) £*»f6M»i«]U 
DESBg-^bffidfcl^T* iKabJfflLNt^bLt 
t«Lfe»XE 3 fcl:JcotBff-> (Token-AB) 

[0 0 8 7] c*t*5MlLfcBI*. git^-*£.: *>l* 

^Kab (BE*—) -eWMbr*. Sif-$0)S§ 
<b2T;£l*. *r. Bt#*E i £§2iiE*-K a bT«*Hb 
L. £l&Ra£|#So «f*E2$Btt+-Ka 
bTMB-SHbL* *tf>*Sm<h E 1 SSMfiWIBSfOL; Rb 
MtVt\z % W3tE3SBB+-Ka bVWit 
L. *a>«*fcE2£SM6MB«WL* ID(b)t» 
So ^aLTSbtlfcRa, Rb. ID(b)©5ft, R 

bfcWiDib)^ B*<ai«Lfcta>i:-a-r«^tt 
iiE-TSo ca>«iiEi3a-Dfc«^. BiiASjEa«:tia>^ 

LTBIiE-rSo 

[0 0 8 8] »=Btt, BE«lC«fla-i-S4r^v3>* 

- (Ks e s) ££/£-T& (*J***f*. SiSfe^fflL^ 
5>) o -€-L"C. Rb. Ra. KsesO)JlRf=. D E S(D 
CBCt-KT?BK*-Ka biffl^TBfftL, Air 

[0 0 8 9] C*i£S«LfcAI4. gfl-r— ^ SffiE^ 
-KabtfafW, 0>*Wb*aii. B 

o>«»<bfliatw»'Cfcfta)-e. cc-cf*«WB**K-r 

So C a LT^i^tL/cR b. Ra. KsesOP^. Rb 

So -<7)^BEirao/ci§^. AiiB*jEaftta)t ur 

-K s e sli. BiiE^cD^Saii(Dfc^(^^Mgl<b Lt 
[0 0 9 0] ttfe. fi«^— *<BttEa>K5l=. ^FiE. ^ 



(14) 
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[009 i] ±7£<Dmmmmzt$i,\xit* a, biz&m 

0>m$h\t*r-?ny? (EKB) £<£fflLT^/WX|C 

[0 0 9 2]fl^lt 0 1 2CD0ljTrli, A, &tz\t&<D 
t^r*t*^<fft*3b<tt#Wftft»Jttfc*-'?P^^ (EK 
B) J^LTMLfcSM^r-^D'^ (EKB) 
ICcfcorESE^—Ka bSBf^bLT. fftSlZiSfg-rS 

f-»Lra»3&<«fflpTfi63S:*»<b4~^p^^ (EK 
B) ^Ltf/\VXA, B|cttLT£j£L*=*r«Mb 
*-^P-/? (EKB) IC^oTiSII^-Ka b£l®^- 
<bLTiBfi-r£«t/£<h: LtUL^ 

[0 0 9 3] Hi 3*>£t/Hl 4l=tt»<D-r/WX|z* 
B0>BD*— Ka keftM^P^ (EKB) 

1. 2, 3lzaLT«*pr«6JS:BliE*-Ka k e $IB« 
tM, i1 4lif/\VX0, 1, 2, 34>(Dtv\VX 
3$'J*-^ Ltf/\VX0, 1. 2!z*tLT 

[0 0 9 4] 11 3(0mX*it. fiSr/— K*— K (t) 
OOfCcfcoT. iSII^F— Ka k e ^^§1bLfcf- £ 
(b) cbii^lC. f/WXO, 1, 2. 3|ZfcLNT^-^l 

fcy-K*-K (t) 0 0&WiZtotj:mMt*—7n 
(EKB) £ifcfifcLTE«r£o *tl*tl<DT'U 

(t) OOgflM»U IX#Lfry- K+~ K 

(t) 00$ffltxreg#^b**Lfc^EE^r- : En c (K 
(t) 00, Kake) SWLtBK+-Ka k eg 

[0 0 9 5] f0i0f/W74, 5, 6, 7-[±|^- 
G>m$h\t*c—?Uyt (EKB) £g<t LT^£ #(7>& 
*TT£y— K*— * 'J — ~P^r — EKBSMLT 
M«r**tfey— K*-K (t) OOSKSnci^T 

[0 0 9 6] 01 4CD^J(i. m3<Ds$Lt$L#X*m/u 

U'JtK— ^ ZtlXl^&tLX. tiXT)7)\,-ZfO) 

'tUt>^>. f/W^O, 1, 2, |zfcfLT<7)<?* 
«^ffi&*i»fls*— ^P-;/* (EKB) ££j3ELTffi 

«uf:HW<?a&£. bi 4fZ7F-r (a) ^a-ib*— 

<7 (EKB) (b) EffiE*— (Kake) £/-K 

(k (t) oo) x* mmt LtzT—$ £iBn-r z> 0 
[0097] h 1 4<D&m\at, m^m^Lx& 

Z>o f/WXO, 1. 2li. *«Lfc*aMb4~ 



-*fflL^fc«*»«IZJ:y % — K*— (K (t) 

0 0) o Stelz. K (t) OOlz 

UffitE*— K a k e SUlft^o 
[O0 9 8] H3(Z^-r^C7)^U— ^C0T r /<^X4. 
5. 6 —|*. C(D^f-^ (EKB) L/c<h 

TSSr/ — K*- (K (t) 0 0) & 1 &&-fZ>Z£tfx 

£#<7)ffis-r y-K*--ci* % H©r^- 

(K (t) 0 0) jE^ 
[0 0 9 9] Z(7)cfc 51". EKB£*iJ/SL*i|£liE^— <7) 

[oioo] t'£Mmt&akmtoit*-7ny9 (ek 

B) L7c=l IsH-lsV (0 ffi«] 2UZ % '£M®m 

®.tm$}ib*—?ny2 (ekb) *fl6fflLfca>^> 

BSE*;i£. HI S^fflHTlftWrSo H1 5[Cfcl> 
^Fffli^Mt L t E C c ^ffl^tt^-S/)^ (Hit* 

-rxt 1 6 otf-/ K-e^<rtcfci^ 0 hi sizfci^r. 

^fB^, 6 4 tf? hCDftttRb ££l»U AlCjftfff 
£o C*l£gflLf::A[3\ ^fclZ6 4 try KOSLSftRa 

fe«ktf*»p cfc U/h* oa»A k tS. fir, 

^-X^>hG^A k«LfcjSA v=Akx G ^ 
Ra. Rb, Av (Xffi«£Yffi«) ICW-T**^* 

*A. S i g J4«U Aa>^BB«BE«»i:^tl=BI= 
igiM-r^c Rafc*t;Rbl*fllf*l6 4e^ 

K A v 0Xlf,t YM?f 1 6 0 t*7 Stfc 

£o>T% *tt4 4 8 ncststwistat 

[0 1 O 1] A4>&IMME9m % Ra,Rb, Av.l 
^A. S i gSSfltLfeBfi. A#j£flLT#fc:R 
brt<. B^±fiRLfct,a>t-»^-SA^E-r*« -^C7)$S 

-aLrt^-a^icfi, Aa>^BHfliE£n*M(n«^ 

•*£BfiEB<D^M«T?ttfiEU A&'Amm&WMlh 
"To fit, fl»yttiLfcA<O^BB«*ffl^«?-#«A. 

[0 10 2] BI4. *»p J:y/]x*l*a»Bk£ 

±^*o fit, -<-X/-K-r>hGSBk«LfcjfiB 

v = BkxGj^ Rb, Ra, Bv (XlgiYS 
«) lz*t-f £®^S£B. S i g^^fijcLs B(7>^BSa 

[0 10 3] BO'AffimUWm. Rb. Ra, A v % « 
^i«B. S i g^S^lLfcAfi, B3b<a«LT#fcR 




•*SBEJBO>**BMrcttEU BCD^M^^S? U ttS 
to fLt, ttyfflLfcB(&^llH«£ffli***-»*B. 

5 i g£&ijL?Z> 0 «^»*(D«liElcfiEaLfc*. Ali 
B^iE^^^CO*!: LTBEEr&o 

[o 1 o 4] ffl#*<BEf=ffiaLfcii£lcid\ BfiBk 

xAv (Bkl*attf£A<. A vl**Rtttt±CDjSrft4 

L. AliAkxBvSttIL, C*l&jSO)XJS«a)Ttt 

6 4 tfv h£-t?*;/va L-CJ5lB0)ii«lcttffl-r 
* (XllMt 6 4 hHMlBHJ: Lfc» 

«fcl*U T<£6 4 e v h-C?«t< TUl^o *SSB 

— -Cl»ft*#t*«lt-t?<i:<* «iF»*t>ttS*i«ci: 

[o 1 0 5] «T*«a>ttE^Sfll7— 5>a>ttEo>Ri 
(ekb) £<£^ Ltz^>T>v*-o)mnmmm$:^ 

to ffaVf^^^O/Wy^ PCPBllrfcl^Tgll 5 

^KMLfc^BBa^aic^SBEfflaA^fTSttio =i 

^Bt^-1b^HtTL/r=3>^r>^^— E (Kcon) 
mmt*r-?Uy'? (EKB) t*PCMfl>BEfflSI^ 
JSt^r^rtLfc-fe^ V3 K s e st^fcLTP 

[0107] PCf*4z^>a T»#<bS*ifc [S 

(Kcon) *&Hb*— :?P^ (EKB) ] £4z 

[0108] IS*feKB, IBSiJH*!*. SftOfittiy 

cfc^B§^b^HtrLfc=I> J r>^^r-E (Kcon) 

mmt*-z!nvO (EKB) ] £ffi^?-&c<tf:: 
cfc^TD>f>7^-K con £fl**rr&o 
[0 10 9] C(7)fgf&lz£;h,l£. =J>^>^^P/\V^ 

t pcmx'<Dmat£3k&t lx Hes?/ — k*— ic^* 

BS-^b^HfrL^^T^^-E (Kcon) <h , ^ 
a^b^r-rfa^<7 (EKB) ] 2 *x£OT% 0>J*. 

*rr is« a< Pitt 

[Olio] [^p^A3- KcD*f#Hb*-^n^ 
(EKB) £{£fflLfc@B<t] ±aiLfr«T?li. =3>^> 
BE*-»**«Mb*-^a^^ (EKB) £ 
fflL\TBt#<bLTE«-r«*aSESBLfc^ 
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P^Azj- Fttmt^—ZfUyV (EKB) 

*<bJ« y-b— ^-r— * * ^n^Aa- K<t L^T'fc 
£ e BIT. C0>«jSKoi*TlMM-* o 
[0 1H] B1 7ic^D^7Aa- K***Mb*— ? 
(EKB) OMHiLtfMR-/ — K^-fCcfcoTBt^- 

<bLr-r/wxnB-eai«r*«*^-r. fnvxi 70 

11*. f/WX 1 7 0 2fl)*t*y-K+-, 'J — 
— IZcfcor«*pIffitt*aft*— ^P'y^ (EKB) 

fc. **Mb4r— 7a?9 (EKB) - 
K+-t*Bg^ILfc^P^7Aa-KJf/WX1 7 

0 2|riHfl^-^, 0 7vW*1 7 0 2 liStS Lfc EKB? 

[0112] in 1 \^7F**mx-\z, Sbi:, f/\vx 1 

7 0 2|cfcLNT^»L/c^'P^ : 7A=i- Klz<fe4«aas 
SUtLT. f(D81SfAVX 1 7 0 1 t*/< 
-f* 1 7 O 1 *<-*<BfSJRlZ»-3l*-C* S&lzaaettft 

[0 113] C(DJ:5l^jaHb*— *?P^<7 (EKB) 

<t. mmt*-yuvt (ekb) i=***l*mr^- 
K*-"CW*«a L fc ^ p 9 =? A =i - k £E«f * c t 

^U-^fc»LTE«-r*Ci:3Si<Brffii:<f4. 
[0 114] [iSflzi^^r^^lzM-rS^x^^M ( I 
CV: Integrity Check Value) £»JS*-«±5flWE] * 

• TFx^^ffl ( I CV) ££f£LT. a> 

[0 1 15] =1 >>f>^CD-f Ist<? 1 )t<< - Tx-vZM 
(I CV) I*. WiLtfa^-rV^lcW-rS/x^^iBItt 
$JBl*"CttWS*U ICV=hash (Kiev, C 

1 , C 2, •■•) {Z&^XtiMZtl&o K i c vli I C V 

tfe^o ci, c 2i*=i>x>y<7>m$B-e& 
y % =i>^>^oi:^tSffi(7)^^-fe-v?BliE^ (ma 

C : Message authentication Code) /)<{£ffl£*L<5o 

[01 16] d Esm^mm^mi^tzMAcm±fS. 

*"T. tt^fl (Initial Value (UlT. I V^-r^>) ) 
^IC, I 1 £ DESBg^bgfllcAtU S (1MT. KU 

■r^) sfflt^Tie^b-r* (tb^SE 1 t-rz>) 0 ait 

E 1 fc£t/M2£#teWlia*DU ^(DttJ* 1 25 
DESBt^b»^A*L. MK 1 ?ffll>TBt^b-r^ (ffi 
^E 2) o UAT. C*i$«y3gL, it(J)^ y-fe-vic 



— Vm^n (MAC (Message Authentication Cod 
e) ) tUZ> 0 

CO 1 1 7] CCD<J:5£:=I >T>y<DMACmt I CV 
^^n-Wr* - fi'^fi (ICV) tf±f$.£*l& 0 

fc I CV££j±i£LTI*)-0) I CVj&<#£;Mxtfa:/^ 

[0 118] [fi^l(icv) (D^^F— K i c 
v ^EKB|Cct^Tie^j-r^«/$3 ^IC, =I>^>^(7) 
*f >tWt4 ■ ^-x^fit ( I CV) Cfc3 

(icv) ±m*—tLtzm-eto& 0 

10 1 1 9] Ml 9*$&ZfmZ0IZ&&<DT'UX\Z& 

it*+-K i c v ^mt^~yuv0 (EKB) [Z 

1. 2. 3JzWLT«#prj!Ett^x-;^«^fit*-K i 
c v £BB«*r&flij\ B2 Ofi^/^XO, 1. 2, 3cfi 
OfA^X3^'j7tt-^ (»&) LTt/nVXO, 1, 
2tZttLX<D&m^mtJ:T3Ly2m±!3i4r-- K i c v 

[O 1 2 0] 11 9CD0ljT?fi. Mfty— K^F~K ( t) 
OOlZ^-oT. fi^lSUt-Ki cv^Bf^bL 
fc^— * (b) <t«t*|Z. f/\V7 0, 1, 2. 3fzfc 

s«r**tfcy — k*— k (t) o o ^m.^mum^it 

(EKB) ££j$LTSE<f^£ 0 -ttL^+t 

o>T'Uxit % mi so^ffliz^-r^aic^-r. ekb 

K (t) OoaifL, Sfelc »»Lfcy— K*— K 
(t) O OSfflt\TlB#<b**tfc^x-/^«^^_ : 
Enc (K (t) 00, Ki cv) S^Ltfi^^ 

[0 12 1]fO«©f/WX4, 5. 6, 7-f*lfl- 
<T>mmt*c-Z?Uy'7 (EKB) SS«LTti#0)« 
^^y— K^r-. 'J— EKBSJQILT 
Mr**lfcy-K*-K (t) OOJW«Ci^ 
*ftlMZ)-C. £±U:jEiSfc^/Wx|z»LT<D*^x^ 

[O 1 2 2] m20(0mit. B3<DtiM#vmA, 

1. 2, |Z#LT0W 
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^Pl^^^aib^r— 3fP^^ (EKB) ££/£LTE 
<lLf-0iJ-e&& o U2 OfZ^-f ( a ) m$hit*c—z?ny 
1 (EKB) £ % ( b ) *x (K i c 

v) £y-K*- (K (t) 0 0) T-^kLfif-^ 
[0 12 3] H2 0(D*T«|::ii % a^*«S^LT* 

*. f/\vxo, i, 2tt % »«Lfc*aft*- 

-*ffl^fc*»ffl«i = j:y % (k (t) 

oo) $«i»r*o «iz. k (t) oorc^^a^iz^ 

[0 12 4] H 3 IC^-TftOy^— ^f/U^4, 
5, 6--|i x ZGD|^t§tf>^— £ (EKB) £g(IL*2<t 

t»fy-K*- (k (t) oo) *«»-T4ci:36<-e 

*ftL^. mmz 'j tK— 57 Jllf:f/WX3 IZfcl>Tt,, 
K*— (K (t) 0 0) £flM»-r<5C£#-T?#-f. JEMi 

[0 125] EKB^ffJfflL/c^xy^fil 

^s±fzjEattfij#<D^a#prj6i: l^x^h^ 
siee-r &zt tfsim tuh 0 

[0 1 2 6] C<Ocfca*a>^r>^0)>f . 
^^i(ICV) Sffl^iCtlCfcy, E K B <t Bh 

^<b a >^ > ^<7>qFiE =3 bf- *»»-r 4 c <t A<r* # j 0 

«7LtfEl2 1 IZ^-r^^lz. =!>^>^C 1 <h=l>T> 

fc *- ?n ^ (EKB) tttlz*HLfc^^7 1 
V * -tL^^<7)^^^x<T2fCZi tf— Lfc»*£ 
JSS-T^o EKB<tBt^bn>^f>^C0zi t°—iipitgr* 

fey, -*tSEKB*a-q.prji6ft^/<^xT?i4fijffl-e# 
[01271H21O (b) l=S*J= 9 13**7**71= 
^■fi'^Kicv (ci, C2) ) £tt«rra«| 

j8£-f6o J&fc\ (ICV (C1, C2) ) |4 % Z3>^f 

>*yc 1 fca>T>^c2i=/\ v ^iH»ftH^ r tm 

ICV=hash (Kiev, C1, C2) ^^Lrl^ 
*. 1212 1 CD (b) CD«^|CfcLNT. >T-fT1|z|£jE 

*yc 1 tzii,T>yc2tz&r5i*T&m2titz'(>T? 

'Jf-f 'fx7^1 (ICV (C1, C2) ) A<fe$rt^ 

*t€»o y 7 2izi*iEaic=i>^>'v i «<tttA 
f-ffi'^fidcv (CD) tfftMZtiZo z 

(Dmmz^X. *T4 7UZftfto2tit- {EKB. □ 




CV (CI, C2) tf±j££*t£::<tlz£:y % y^r-fT 
C:te*a£*iTl>£K lev (C1) fcRfcy % a>^r> 
% V0)ailfc4LMi^jEfta t°— icfeiSrfcftaV-r^^ 

ICVfi •V^^SIffLT. I C VfcttM I CV<7> 

-a*«JMU -8141^11 W±**fTLtt^« 

Witt* «C^ab«qnK&«c«. 

[0 12 8] Stc. £t>lZ % S±tt£Ktt*fctfK =i> 
T>y<D<< ^tWt* • fi^ll ( I CV) 

LT*«fcl*o ^ftt?* I CV=h ash (Kiev, c 
o u n t e r + 1 , CI, C2, •■•) |Z«fc o X^Wti 
m&Lt-t&o uCt, Jj0>5 (counter + 1) 

i*. i c v cr^iz n-f h£*i£ 

[01 29] *bl:, □>f>70)'<>f^ , Jf'f • 

( I CV) £ =3>^W£|^-y "r-iTizftm 
-f&^ttfX£Ul^ffif£\zfc[,\X\*. =1 WOM > 
f^'Jf^ - fi'V^fi (ICV) ^a>^r>^<bl«ij 

[O 1 3 0] mz.lt* ^MHffl>f-f7M^M 
O^CD=l t°— ffiltmot £*LT 7 s -f TlZ=i >T" 

^x^^ffl ( I CV) i: I CVOf^Sii^ 

±tt#«T^fc-t*u&<fc4o C<D«fci§£\ *Xhv 

hP- ;U (0»j7ll^check- in/check-out. 
move) |z I c V£mm-4~Z>mf$.t'?&Ztlz&i>) % IC 
V <D &± # fl J: zj > f > *7 CD T x ? ^ pltfe 

[O 1 3 1 ] d<D*a/&0IJ£ID2 2(Z^-T 0 H2 2TM*i^ 

&*LTl*«a**-7 s -r7 2 2 0 1 |CH > > '7 2? 

*U ctib(D3>f>7l:W^>'f>f^ l Jf>f -^x 
(I CV) :i-+Wg£lz7?*X-f £c<t 

<Dl^nJ^*V^l>7txX h7y>±0$44^f-<72 2 O 

vtm (icv) <Dmz&z.$:Wj±Ltzmx&&o c<t> 

£5fc«UE4:LT\ «^f-f7220lS8fLfc 
f/W^f^72 2 0 1 <DH£*jtfr-r*iei=*X 

[01 32] [«n^y-«aa>*T:*y-fl*] 
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— , I CV£/$*-. ft*lM4^P^A=l— h\ 
**ttt1hit*~'yuyt (EKB) fcttlCBt#<bL' 

*3e*LTL^4Kji^y --HHtt^/WxcDa^y 
m* T-$mn£m'i : f?&mtfiiz~D^x. ttTKwr 

[01 33] H2 3icP9JB*,yy— «ita)*-r^y— o># 

-tfSIZl*. h^r— K r o o t 2 3 0 1 A<RS**l» 

lslT<D*fBf8:lcr4/— K*— 2 3 o 2*<»S**t. IT 
ISICli. 'J-7^-2 3 0 3/l<Sg**l-Sa ftfnVX 

i*fl*a>y— £ % y— 7*— h*— \zm. 

[0 13 4] :ZT\ — mt LT»±S^€>«Mf8aCD 

— Kt*T-=ry y — K2 3 o 4£ Lriss-r^o 
■r*t)*>mM®@(Dy — Kaft^sttseft-T-zfyaT*/* 

lt^t. m+ 1 isiciTc^y — y— ^i*. ^<r>^^r 
□ 'j rc#*ti*-T/w^izH-r*^ — Kfccfct/.y— 

[0 13 5] m7L\£M2. 3(7)^M|S:1(D 1 K2 

3 0 5izii^^=fy [y^'jxf'^^ ] ^ift 

5t£*U C<7)/ — KJM~Flziifc:£/ — h\ y — ^li>^E 

y *v -< ^ * <$ffl Lfe«^ ttir/^-f x * T-=f y 
i?fflcDy-K^/c^y-^<b:LriS^^ti^>o -r**p 

V— K2 3 O 5 J^T£. *=E X ) ?»^r<< 
[0 13 6] *t>|Z, Mm^&f&ftTitLCD&ZVyil 

■rzfijs— K2 3 o 6 1 LxwLm-f&zttfxz&o m 

^f^fc^-TJ: =b\z-h"rzi y [>^'Mf^^] y — 
K2 3 0 5CD2lSTCDy — KIZ. ^t'jXf>f7^$ffi 

fflu^^/xVxcD^^zryiz^^tt^^^^T-zry y- 

[z N ^^*-r^y Kt?**s±*ffl*<o/ — K2 3 
0 6 1ilTlz. SSUfflStD^^rify 1^**14^*15* 
HftttStBO)/- K2 3 0 7A<R£J*i, ^t>[c-?-CD 
T<4ic. #*W±«tB«#«ISO)*^^yic***i* 
[PHS] y-K2 3 0 8£ [»»SK] /-K230 

[0137] ££>ic *irjy % *^*x=fyi*. -r/N 
^rx(Disa)^bf, . =1 




»XYZ*ffl<DHjSy-K£LTRjef*U*. * — 
(Di£5c-r^>^— Ai$X Y Z (DJl^y — KlUTOT 

RTIBfctty. i£-SHbP>x>^(DIElt. fc3i^ 

li*«*-a>E«* HSr^S^s K*-fil 

Jay> (EKB) £±fifcLTE«U THjS-/— K 
I5TF<D 7*/<-f Xlztt LTO^ftJffl pI^^t 1 — ^ A<E>W 

[0138] Z0)&o\Z s 1 0<D/— KSHjSfc LL 
Ts KIT©-/— Kt-t«)Mja[-/— KI=ffi«**tfc*T-^ 

y. fc6iMi-y-^*^^'ja>H5t>-Ki:LrK3e-r* 
^□^<7 (ekb) saai=*fi£u-c. m*-/— K12TF 

[0 13 9] [f!8Hl§ EKB|:J:S + — EiMttiE] ffclzifc 

KB) $±rtLTtl«-r*. «X.I*EI24 (a) IC^-T 

a, g, J (D«-/-KlzS3l^T«^-WtB**»^b 
^_3fp^/7 (EKB) ££j£LTEffi"T&o 

[0 14 0] «7Llil»^-h*-K (t) rootT* 
ZJ >ir>*y^p — K (t) con^MIL, EKB 

£ £ tldBlf dt&if £\ f/WX 

a, g, j i*. *;K-ehjMa2 4 (b) ic^-ry— y& 
£t/y — K*— £/Bi^*t, ekbos&sssHtLtk 

(t) root^iU »»LfcK«r;u-h*-K 
(t) root|:J:ot3>f>7^-K (t) con 

[0 14 1] C(D»#l=a«4*i4*SMb*-^P^^ 

(EKB) H2 5lr^-r<J:3lzfe*o H 2 5 

iz^-r^aib^r-^p^^ (ekb) i* % fta>H6-eK 

ELfc*8l*b*— ?P^* (EKB) 0)7*—^vh\Z 

Lfc*<or****ifctiO)t?*y. *x £ 

TBWlL*=«fc5f::;£ (L) . * (R) . **L-€*lO>l3&i 

[0 14 2] ^»+-^P7^ (EKB) £5MBLfc 
f/WXlt mttoit*-70V<7 (EKB) OBg^b^r 

-<h * <?izg-3i*T. »*nt^b*— 

Lt±tty-K0)I8r*-S*»Lr^<. BUS lew 
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-rj:5fz. *»<b*-^p^^ (ekb) fi. ;u-h^ 

P,'J-7*T?0)Sa (x^X) 4<*IM2£. *<»T-$ 

*iiti^Lri><o Rft (x^x) i*. f/wx (y- 
7) »ictBi:Ti»**r4tifl)-efty. ^-^Efifttft 

4f/WXSl^#lM|&!i, EKBCD^r-^i^^^lC 
[0 143] C<D«fc 5 ?P** (EKB) 

12 6 1*. m*Mt*—?nv* (EKB) S^-iSif 
/Wxicici:TiKi»<bLr«rtLfccy**-rt<7)r*fc 

[0 1 4 4] B2 5fcH«. 'J-7$i«t4f/WX 
a, g, j lc*tLT*— . ft^tfPV-r^^*— 
"T<5»&£S^*"4o 0260) (a) ClTF-f cfcdlz. * 

— e«x/ u xicj; orco^flt/«**i^^ y — 

£ e Z(Di§^. 124 (b) lz^-r«fiKirS^t^r»r/= 

tt % yy— tiff**: lti2 6 (b) cD^vy— ♦s/^ms^^ 

*L*o K r o o t ^ b K j *tf lii < < 1 

tttD^tfStt-rtUicfc <s K r o o t ^£ K a &£t*K 

gics^fctf)ic(i. Koic»iRjftS«lja-r*a)^-e. 2 
#tt«Wc(DEl2 6 (a) o>*>y— *<aia**t4o 

[0145] 126 (a) l^lT £ 5 IC. / — K <h L "C 

-&m<Dtz#><Dm&}it*—Z?nv<7 (EKB) |± % C+t 
«b(7)ffiS§^y— lzSO*l^r^iS:■r>5)o 12 6 (a) \Z7ik 

■r^y— i*. m$h\t*<—?nv j ? (ekb) s-afl-RTte 
tt*«By - K*fci* y - ? s«ts£ ufc 2 #&§y*;/ y 

|cJ:yw«S*4x-SII«t^|i8B^y-r*&i)o H«r+- 
Em<7)*:a6(D^artb*— -IfuvO (EKB) li. C0)S 

ffi^KJi^ y — — K*fci* y — 7iz$ii&ir2>*— <r> 

[0 14 6] ft<D0 2 5tKWLfct»ik+-^P'^ 
(EKB) It §'J-7a, g, j^bKrootlCl 
« * "C CO f -< T (7) £ Bg ^ b L fc x - * * m^ft L T ^ 

/■-^. SBSibEKBii. fflmsibLfc^y— ^Wdt-T*^ 

— KlCOLNTCD^COef^bT 1 — 5r*»tt-r*o 12 6 

(b) iz^-r^ 5 ic$r<m 3 h si 
as (D . «r (r) . ^-tb-PtL^rsiicx— $#fc 

♦itfO, *I+*VI* 1 S^-To »3#B0)tf^H*. EK 

e^K-cfcy. tLT^*»*i±i . -x— 

[0 14 7] x-^ffi«*H. ft6tM4E«««lcttl** 

Htf/wx (y-7) ira«aF*i4*«i<b*-^p^ 

^7 (EKB) I*. 126 (b) fC^-Tcfc^lZ, 125IC 
(D<t^^)o 12 6|Z^-T^1b^— ^P»V^7 (EKB) 



(19) 
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TvWXal*. mmtT — $Enc (Ka. K (t) 
0) J'J-^4-Kat'g§Lt, y-K^r-K (t) 
0£$tf#LT. /-K*-K (t) OlcJzoTtt^b-r 
— £Enc (K (t) 0, K (t) root) £m^-L 
TK (t) rootJMtl) 0 f/WXjlt Bt^lb 
X— $Enc (Kj, K (t) root) £ M — :7*— 
Kjt^§LT, K (t) root S^St§ 0 
[0 14 8] C(Dcfc5l^ EltSfcCD^/WXIZ^oTO) 

mm * ^ *j - s«fi£-r * u - -7 » * i; / - ko> 

(D*£JSl*T*jSMb*— :?P^£ (EKB) £±f$.-tZ> 

zt\z& y % *lo*ftlb*--:?py9 (e 

kb) s±j8-r4-£j&<RTtefcfey. SM^f-^p^ 

^7 (EKB) <D-r-*E«A<»«ttlc*fTWtti:a«o 

[oi4 9] mibLfeMi^u— tta 

SlZWSill^fflpJffiTft^o X^-r^-fl** Eft 

1 -3a>x>T-fr-fl=l*. fc5#»a>*T-dr yic# 

BiWf/Wxtf**otfey, #]*i£is&a>x>x 

-rir-fCDH^y — K h) lc<fcoT±5ELfc£ 

H«a>flMMb LfcS> U-*»i»Lt EKB ££/£-r 5 

(EKB) CD£du E«A<pTffitft*. X>f-ff<^ 

[oi5 0]ftfc\ zoct 5ttMb*—7ay* (E 

KB) li. %^r4 7,0. DVD«(D«ttK«attl=te» 

ta)^^9i:SSttM*-^P»^ (EKB) |c£ 
6I=. Ktfy-K^-l=J:orBt«1bLfe3>7>^« 

— ?p*£ (ekb) |r^fMX«Hf#<b*— 7 s — 
^fflOMgiJ^r— * [z Lfc*<oT**ttHJ LTt§L, 3 

U vO (EKB) £>f — Hf(D*^ ^£ 
[O 1 5 1 ] [l>f-<f^^a)EKB§Ifl|lS] * 



tLro)^p^^-e«ai"r**dlic-3ix-clttwr*o * 
■j icgt-*x/\vxfc&i*f*x>x>f -r*<a»3±(*±: 

[0 1 5 2] X>^^x-f IZOIXT. i27 £ffll^Tift 
WTS. 7 (a) li^'J— (7)X>^^x^#^(D 

"CI*. EftitLt^L, i^lfix^f-ff'f 27 0 

1 rtici*. «»(&/ — ka<$**i*o ix>f>ff^^ 

O/ — KtSJ#£^-f (b) Tfc-So 1 OCOX>^ 

y— iZcfcoTttfiKS+i^o 1*TF. x>^-f ^^(^n^y 
-K2 7 0 2S1f^l/-Ki:^o 
[0 15 3] yj— <D*a*tt. (c) iCTF-f <fcolCJ — 

[0154] 127 (a) ^ &a»**l4cfe 3 X> 

112 8 zmi^Tmrnt-Zo 

[O155]028 (a) I*. PgJf«tig£ ffiV&it LTlfc 
W-r*fc««>(DH-e*ys Kroot^b»STO)Sl:i 
>f -ff^A0 1- Ann/)W^^l, X >-r -f A 
1 - A nCflTttf^l^ £*blC, X>f^f^fB01-B 
nk, *&|C % f^Ttl3X>f -ff-fCI-Cnq^ 
i£££*lTl>£o £-X>^ |28 (b) . 

(c) (Z7jt-T$fl< . ttftRtO)/— K. 'J-^l^otffi 

[0 15 6] 0ijK.lix>-r-r x>f B n k(Dtg/$li. 
(b) ic^-r ai^. h2 8 1 1 SHjfty — K 

d:Lt, *agy-K2 8 1 • 2iza**-ea>tt»y — K* 

^-T^o Z^X^x-fx-f (itSSlJ^B n kSlf*. X> 

x^T-f^-r Bn k»ai=«?r«zi:rzj:y. 

-K281 2&m&k LTiSS^ti^Tii (^) X>^ 

n k \ts -V"?)l>— h 2 8 1 1 ttms — Kfc LT}#oJi 
& (Si) XVf-rf^Ann^giTICfc^o 

[0 15 7] X>^ f^fCn 3<0fltfiSri. (c) 
-T«fc5fc. tt-^/U-K2 8 5 1 SHjS/— K£LT. # 



■fv\Vx-rr&33^sy — K2 8 5 2. ccoif^fi 'J — 37 

-r-flif&SlJ^C n 3 XVf'ff'fCnS^y 

— k. y — -jiz-ttfcTtzs — % y— <gm& 

-K2 8 5 2|Z»«-r«y-7 (f/\VX) O^S^^I 
*T"f£o *fc % — X>f-<f-f Cn3li, 
H2 8 5 1 S*i/-Ktlr»o±fi (ft) X>^^ 
W Bn2<D«31TI::&4 D #X>^^-f 

— *sti±. mmmm. y?K— ^«as*T*& 

[0 15 8] gTISxv^^^^cou-^^&^^/xV 

xfci4. -r/WxtDjBf ^x>^^^-f oy— :7^— j&\ 

^- h y - KfcM*/<Xfzf4«-rs#y - KCQy — K*. 

-fcj=tfy-?*-A«ttmap;h,4 0 «*.ii*agy-K2 

8 5 2CDT r /\VX(i. 5K«y-K 2 8 5 2* 

-y-^u- hy- K2 8 5 1 *-c<d#*— £«ifrr 

[O 1 5 9] Ml 2 9 Sffll^C* 3&|zx>r-f ^-f 

"C«J«**L*^y-fliat|»oCi:3ft«qnB-C**. » 
i&s *-#*>^-r:7x (depth) 14* xv^f <f ^ Tr^Jl 
•T**aB-/ — K(z»rt:-rsTfi: (^) x>^^^-<(7) 

[0 16 0] 02 90) (a) IC^-Tcfc3^:±TX>^^ 

■r-r«rts*itft-j-*t % (b) izKi-mmkte&o ;u 
^^^o ^-Hxv^^r^-fomagy — Ki=tt» 

CDTteXV-^^-f £ Ltx>f Yf-f A, B, c#K 
3E**t* x>^f ^ C0T{ix>f>f f <h 

L^ x >^^-fDje><KSS*i&o X^-f ^r-f CI4 2 
9oii* % *<D**By — k<d 1 oj^±a>y— K^yif— 
?/-K2950tLtS»U SB©tit4i>f 

-f7-f*«i4p *&f=«*ao)^y-«rts 

J^OXV^ t<4 c' 29 02^'J1f-^y-K2 9 5 

-K2 0 7 0SJttp*-&r. KlciMnLfc 
Tii x > 7" *r «r -f $ ii tin? £ z £ *<T*£ & 0 
[0 16 1] yif-^y-Klcoi>r. *&rzH3 0« 
ffli*TKShf"<&, xv-r* -r-r a, 301 1 1± % <§m? 

£T<£x>-r-f W B, c, D — looyif— 
^-K30 2 1 ^o 0 x >^ ^ ^(45 H»fc0)T 

— K302 ii: % SBflajm^f-ff^A' , 3 

0 1 2£i££U T{iX>^^ f-YA' , 30120^ 
A', 3 0 1 2tu *OX*g/— K©d>«E<£* IO* 
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■Jlf-^ - K3 0 2 2 & LTWtiCfct J: ij % * 
^fcTiix>-r Y ^-f A' ' 30 1 3^LT, £ t> 
lcSSx>^r< T-f «*fti*-&4ct36<-e** 0 Tftx 
>x-f -r-f a' * 3 o 1 3(0*«y-K(zt 1 iai±<Dy 
^ — K$fitfit*o ^<B<fc3ftyif— ?y — K« 

ft -So ft*, yif— ^xi/^-f t-M4* ^igy-Koi 

[0 16 2] *ft**l«>X>T-f "Cli. X>^-f T" 
-f*ttT?*M+-?PT!/^ (EKB) X 

^tlZt£Z 0 gj 3 0 CDcfc ^ l-^^fCOX >f -ff A, 
A' . A' ICf4#X>7 L ^^^g^ ( ^^^ t ^— ^Tp 
(EKB) 36<K3e*4i*z:i:izft*36t % C*i6l4 % 
xv^tH'A, A' , A' ' *#ai;:**r 
fc £> tv U x y - * — g l r -5 c <t 7b< pj^ t? 

[0 16 3] [Hr^xv^^^Yrog^ftiS] «| = . ff 

(P-En) l=ttLTlMMM«**)tfTr«. 

*«Lt±(5l>f-ff-C (P-En) (ZjSlfTffS. 

[0 1 6 4J B«K**««Lfc±ttx>-r-f -r-f (P 
-En) I*. S^Lfcff^ W x>^-f^-C (N-E 
n) ®^l3a$SEW*«SffS (CA : Certificate Auth 
ority) IzgiML, C A Lfc«* W x 
^T-f^-r (N-En) CDfiBIISgftS, C*Le>(75 
^Sl#l±. ±&X>7--f ^-f (p_ En) tgfjg ( ^. } 

XV^-f^-T (N-En) t<J>1B5.m&0>^1Si£t LX 

[01 65] C*t%©»8i = j:y. *f««|jk»3Ki>^ 
-f -r-f ©sg|EA^7-r5<t, ±fii>f ^f-f (P-E 
n) l* s KfS (•?•) I^f-ff-f (N — En) (7>g|$$ 
^RTLs Sim <.=?■) JL^jt-I (N-En) CDy- K 
^— ^SfS (T) X>^^-r-f (N-En) IZilUfr 
3= K*-li, ±<4x>^^^-< (p-En) 

©**/-K«)1o©y-K+--cfcy. fro, «r« 

( ^ x>t-^t-< (N-En) romjfts — K. r«t*3 

[0 1 6 6] c©y-K#-iJl«A«*7-r4t. Sf^ 
I >T-ff-f (N-En) I*, grjtg (^) 

i-x-f (N-En) co>vy-«iiE$ii^L. mmLt.v 
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Ol>f^f^rt(Dfi»-^P^ (EKB) 
^EKBi:lf^o 

[0 16 7] ~?5. ±ttX>-r-f ^r-f (P-E n) I*. 
Sr^ (*) X>-f--fx-f (N-En) (DitJjPlCcfcy. * 
«Mb-r*3R«y — KftiittLfcittx^-f CP- 
En) ^^EKBSMtl»„ 

[0 16 8] gr^ (^) X>^^^>T (N-En) it. 
mm W X>T--fr-f (N-En) F^CD/ - K*-. 
'J — 37 *-\Z & o T*8fi£ £ ix4 ^ E K B &±f$.-? & 

zti&±itJL>T<<T<< (p-e n) izi2nrr&o 

[0 16 9] mm (*) X>-r"-f T-f (N-En) 
^EKB^ilLt;±i4x>f'rf'f (P-E n) 
l±. ©<1 Lfc-^^EKB^. ±^X>t l ^ ^-f (P-E 
n) V>^mLtzV-7EKBt$:*-§%'n'bls£-- (KD 
C : Key Distribute Center) \zStSiri 0 

[0 1 7 0] 3r—m=T-\z>$— (KDC) "T^TCD 
X>^< i^CD-tr^E KBIC^-OINT. «^3SII«<0E 
KB. ^ft:b%ftffi<Dx:/f^^fc£LM*^/Wxa> 

gLfcEKBSflilli3>f^^P/WyicattL, 
[0171] 3tCfc\ »«X>^*^-f (D+J-:7EKB0>* 

— »fT-b>*- (KDC) |c»-r«MHMii. 

k b ^±iix >t- -< ^ * * l-c sbumess ltsmt-t 

(KDC) lz««*4ffiS£3Sff^««ja£LT*<fc 

[0 17 2] _h<ix>^-f ^f-fir. _L<£x >^ ^-f fc 
©fmiE*n"r^)T{iX>^-<^>f ^CDJtf|^|ZOL^r|gl3 2 

£JBi^Tl&0^-r£o ±i£x>^-<^r-f <D5fca«y — Ko> 1 

0 3-2 0 1 SSr«ia»lx>-r-r -r-f 0)11*-/ — Kt L 
X. T<£x>^-f ^|zffl«^4;:£|c£oTTf£x> 

*r-f -r^l** ±{&x>^<x^<oWiTa>x>T-.r-T-^ 

<b LTiiJto^tt^o ±<ix>iPxr "f-r CD ^STCDXV ^> 

«*a>y#— * (»») ffl«*±ttx>^-rT-r*<»T-c 

# 5 tifj£ r fc 4 <fc t * 5 m £ # t? t <T> X fc & o 
[0 17 3] 03 2IZ7F-T <fc5lc. ±<ix>^r-f ^^Tlc 

y — ^-cfc^^ag/- k<d 1 ocoy- K3 2 o 1 tmm 

ii»DX>^-f ^r-f (Dll^y — K3 2 0 2 £>!)<3?L^y — 

K^Lriss^^^o -r^^*>±<iy-K(Dio(Dy- 



ctfz^y. ewiaiiixv-r-r^-fA^^yy— «fiR0)T 

[o 1 7 4] S3 3\zmm&iM^^T<< "t* ^-is^Lf. 

K5lc±<ix>^-f t--< A<£filt-r*KBrE K B(D0lJ^^ 
to H3 3lt (a) ICjjVTflWL -r*3b*Hl=*j»l= 
ffa"*"*5R«By— K (node OOO) 3 
y— K (nodoOOD 3 30 2/j<fcU, ZZlCffrSi 

had x > ^ -r t- <<\zmm x > t- -r t -f iian ^as y - k 

(node 1 00) 3 3 0 3 £ Lt-$g\Z _t{ix >t" 
>f -T -f * « £ * "9- ^ E K B CD 0IJ * Tjk L fc: 4i CD X fe £ o 
[0 17 5] ^^EKB(i s 03 3(0 (b) ICTjrTefc? 

<7>«j«fZcky-tr^EKBA<^*+l^c «-x>^^ 

i*H3 3 (b) iz^-rtpia. *j»#*«iy — h\ 
im* y -^^-rccfc y Bt#<b**Lfc±tty - K*— . .t 
ay- k^t— -cs^iciiacoy — k*— *BS^bL. hi 

^-t^lc^LT-^^U- hlzS^Bf^b^r-^lz^o 
Tfft/$£;fx6EKB£*f U C*i$flt4« 
[0 17 6] [x>^^ -x-T WSTlzfclf^ U t£—?9J\ 
W] ^ic. +~E«*>iJ— fltfiJt^x^^r^^-fmiit L 
reS-r^«/«lcfclt^^r/<^Xfc^l>f*x>^< -t^-Y 

■flou*—- & fflaii^oi^-cKw-r*o $t(Dgi3, 

ib^-^n^^ (ekb) SiB«-r*fflarcoi^BiM 
Ltzo m3, 4T*»WLf=y/i?— ^fflari. ^u— ±» 
0)4^£4$£<Dy— ^-cfeiif/Wx^'j 7t?— ^-r^ffi 

S-e&otc*<. ^y— Oi>f-ff^fil:J:l)«ffit? 
[0 1 7 7] IH3 4 1ilTCDlgI^ffll^TX>^r^-x-rgS 

t<7)^ y -HtoEirfcif * y ^fflarcoi^rttwr 
>g>o 03 4ii, ^y— ^if/S-r^x^^^^^cDd^. 
mtiscdx>^^ ^-r v -r^t?*>{i^oT r /<-rx^i : s 
Ln^^xv^fY^-f iZct^Tv^xoy ^— vmmz: 

[O 1 7 8] m3 4 (a) (i. X >^r -< T 1 ^ ©^IZ <fc & 
ffi(I*y y LTLx^o *y ij —SJi<ilC|±^ 

-hy-KA<RS**i. ^(DSclST[cx>^>r^^ AO 

1 ~ A n n . ^^IC^-CDTiilSlCBO 1 -Bn kCDX> 
f^f-f, ^ blC-^CDTiilgl-C 1 — c n(0X>f>ff 

— k (y-3?) a^^co^/nwx. «AiiE«s±a, 
[0179] y^— #x>ir-<^^ 

f-fCI-Cn-eit y— 7a)f/WX0'J — 
^Hff^ti^o 03 4 (b) izlt. ITOxvf^f 




>f tf> 1 0-Cfc£x>^ T-< Cn, 3 4300)7 "J — t* 
fi!^LTl^ 0 I>f ^rf-fCn, 3430l£ N ]i,£ 

y-K3 4 3 i *Mjy—K7?fc«y-:7ictt» 

<D7V\Wx£#ot«/&T*&£ 0 

[0180] c(D*asy-K-c?ft*y— «jtK- 

tzt^t&t. I^f-ff'fCn, 3430ft 
lrLfcx>f^f^CnnO)^- K*— „ 'J— 7*— \z 
<fcoTftfifc*;K«*»<b*— ^p*;/* (WEKB) * 

X3 4 3 2izfe^riitttt^ mcDij-y&mtfLT 
i*Wicfi % h^6'J#-*f/WX34 3 2iz 

atP4/^*«ldt-r*#y — K3 4 3 1 , 3 434, 3 
4 3 50)y-K*-$S«Lt, CCDESry — K^— £ 
'J7t?— ^ir/W X 3 4 3 2J*mO)'J — X|Cfcl> 

x>^-<^f^<DlljS^-*t?ft^-9-^;u— h^r— ICS 

[0181] Z0ct?l:x>f ^ff 'fCn, 3430^ 

KB) |* % ±t£x>^-x^ic&<t2;ft£o 
£\ -hiix>iF>r ^-ri*x>^>r "r-f b n k, 3420 

t'feU, l>f<WCn, 3 4 3 04>HjA/ — K3 4 

3 1 *5K«|y— LTSt^i^f^f-fe^o 

[0182] X >T" -f T-C B n k , 3420lt T&X 
>f -ff^Cn, 3 43 0^b«+-^P'^ (-9- 

^ekb) S5MW*fc. W+-?Py*l:ttM 

X>T"-f ir-f C n k, 3 4 3 OCDH^/ — K3 4 3 1 |Z 
**l£f5x>-=r-f-r-f Bnk, 3 4 2 OCD^ffi/— K3 
43 1S, Tl4x>f^f-fCn, 34 3 0l:fc^Tl 
Sr**t/=+— fcfS^L-C. iS0x>f^f-{Bnk ( 
3 4 2 0(Dif^E KB(7)M©T5aS^|lfT-r^>o Bl 3 4 
(c) iCXVf^f'TBnk, 3 4 20©7'J-i«$ 
^"To X>T"-f T-f B n k, 3 4 2 OlUfcl^T, MSrtt 
ft<t^C^y — K*— I*. IS 3 4 (c) CD+h^U— K3 4 
2 1 ^6 'J *->f / S4t?X>f < f-f *|JW 
£5kig/ — K 3 4 3 1 |c£«/<X.t(D/ — K*— 

f^©y-K3 4 3 1 icaft*/<xsi«fiK-r*ft^ — k 

342 1, 3 4 2 4, 3 4 2 50/- K+-^I»»* 
<bfc£ 0 CHb#/~K^/-M-JlifrLTx>f 
^NBnk, 3 4 2 0(D»fcSI8r1f?EKBS±« 

[0 18 3] fe^LNlt X>f-<f^Bnk, 3 7 20 
f*. TliX>f >rf>TCn f 3 7 3 OCD'J/tf— ££|^t 
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?~&J|6« X^f-ff-f C n k , 3 7 3 O&IK&S— K 
3 7 3 1 lcSlEtSx>f f -f B n k , 3720^ 
— K3 7 3 1 l*M»rtN\ ^<7)U7t?—^X>^-<^ 
-f3 7 3 0^^X>^< f^-f B n k , 3 7 2 OCDi^^U 
-h$t^/U±(D*iy-K3 7 3 1 £MK/ — 
~a)M«S<Tftt^a^b*-^p^^^fiKLr!E«r-9- 
7EKBS±aitt,J:l^ 

[0 184] SblC, X>^>r "T-f Bnk, 3420 /)< 
E«rLfc*Sftfc*— ^P-y^ (^EKB) I*. ±<ix 

IJl^f •rf-fAnn, 34 10-Cfcy, X>f^ff-f 
Bnk. 3 4 2 OOTA&y— K3 4 2 1 £5fcag/- K£ 
L T * f § x > >r -f 7? ft £ . 

[0 18 5] X>^-f -^-f Ann, 3 4 1 Of*. Tl&X 
I'T'-f T-f B n k, 3 4 2 0frttiftit*—'?av<7 

tlSxr/^r-f T-T Bnk, 3 4 2 0CDH«^y — K3 4 2 
1 IC>^f£:-r^X>^-f Ann, 3 4 1 0(D5k*g/ — 
K342 1S, TttX>f^f-f Bnk, 34 20l:fc 
ixRSLT* S|-0x>f'f f 'f A 

nn, 3 4io<Dy-yEKB<nwm&±m$mif-f% 0 m 

34 (d) ICIVf^ff'fAnn, 34 10O7'J-f 
f&^Tjkfo XVf-ff^ Ann, 3 4 1 OIZ&lNT. H 

■r»*4:<f:*-/ — K*— I*. HI 3 4 (d) <D-9-:f;u— h 
34 1 1 ^6Mf»7EKBSailt!?fcx>f-ff 
-f <oy- K3 4 2 1 K3 

411, 3414, 341 SOS — K*— "Cfe^o 

— Kcoy— K*— £M$rLTx>^-< ^-f An 
n, 3 4 1 0«ifc«i*?EKB*«t4. 
[0 18 6] C5h.£0)fll3!£|lI#U _hiiCDX>f 1 ^ 
iXfclvCHfrU i29 (b) tP^LfdU-hX>f 

*r-tz>$- (KDC) * 
'n-tlsZ— (KDC) it. "T-<T(7>X>^^^-<(7)Mifr 
■9-^EKBIcS^LNT. »^&EKB$4fiStS, M« 

Bf^b^r-^P^^^^-So 
[0 18 7] ^/WXCD'J/tf— <7&m<Dis— <T>X|2l^ 
5 fZ7F-T 0 ffi9^|inS'Bl3 5(Di>— ^T>XglfC^o 

< §m^>T<<T<{ (D-En) li, f/\VXflX>f 
(D-En) rt^'J/f-^SftOU-^SftBt 

sfctoiciaBJS*— sesfsfT^iv f/Uxsix>f 

*f "T""Y (D-En) (DRfeft^EKB (D) 

HlfT-^^EKB (D) (* % ±{4x>^^^^|ZjH# 

**t^>o ISr^EKB (D) ^SIL^lii (51) x 

>f-ff^ (P1-En) I*. M»r-9-^EKB (D) CD 




K^-JIifrL/cM^^EKB (PI) &±F&-f*> 0 

X. *»WlzE«f**ifc-r^T0)-9-^EKBA<*— »ff 
•tz>$- (KDC) 
[O 1 8 8] g)3 6fZ-r/« ^ffiiSlCctor 

-tttx > ^ -< t- -f VKtrtta ftfTtt o T ±&t * *»<b 

?D7» (EKB) ^^J^^-To 
[0 18 9] 0 3 61*. (a) iC^-TfSfifclZfc 1>T. U 
tf— <7 7 s / U x £ ^ t; TixL x > ^ -f =r << b H«f ^ E 
K B Lt:±fil>f-ff^ iCfcl^Tffc/S-f £ E K 

&x>^-< T-CCDIM&S— Kf*„ ±<ix>iF<^-rco^ 

*;-K (nodelOO) 3 60 1l:^t^) o 

[o i 9 o] Jttex>^>r ±iix>f >rf-f(7) 

-«t^;U— hJ^£3fc«y — K (nodelOO) 3601 
WiVCD/SXizfttt&S- K+-6KliLtlrfcftHr 
^EKBfMt^ JESr*^EKBIi, S3 6 
(b) <D«fc5lc«:4 0 MSrS*ifc+— (i % TfclfccJ; 

«r L T <7) x > ^ ^ ^ -f I z fcf f * M ft V 7 E K B t ~? 

o . 

[0 19 1] U#-*r5S*Sx>T-<-r^£ 
[O 1 9 2] S3 7 (a) I*. X >^ >T T"-f ^MlZ^i & 

KIT* LTl*4. S/'J— »-tttlcl*;i, 

-h/-K*<IS5E**U *<D&f£TI::x>^^ AO 

1~Ann. ^ ^IZ-ecDT^ISICB 0 1 -B n kC0X> 

IS£ «¥ffltl3?-C A « £ "T * o 
[o 1 9 3] ::t\ >j tK — x>-^-f ^ c 

n. 3 7 3 OlC^LTSI^T-r^ii^lZOLvTlft0^-r^o 
lTK0X>f^f^Cn, 3 7 30li, H3 7 (b) 

ir^-Tct 5i^n^y- K3 4 3 1 5R4gy-K-e 

[0 19 4] X>^^^r-f C n, 3 7 3 O^^Jt^—OT 
&C£|C£LJ* I^f-Tf'fCn, 3730IZS-r^-r 

£ 0 I>f^f^Cn, 3 7 3 0<D*j7$—<7$&miZ. X 
>^r-< ^r^T C n , 3 7 3 Ofl)±iix>f >ff -ftfe^x 
>f^f^Bnk, 3 7 2 Olrfcl^THfT^H&o x > 
f^ff^Bnk, 37 20lt I>f-ff<Cn, 37 
3 0CD71/S/- K3 7 3 1 K£ LTttl»x 

[0 1 9 5] Xl/^r* ^f-f B n k, 3 7 20(i, T&X 
>f-ff^Cn, 3 7 3 OCDU/rC-^^^T-r^li^. 
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X>^< ^-T C n k. 3 7 3 OtDll^y — K3 7 3 1 \Z 
^t^)I>f'ff'f B n k. 3 7 2O0^!8/-K3 
7 3 1 £MSrU 2 £13. ^CDUtK— ^i^f'ff'f 3 
7 3 0^^X>^r>f ^r-f B n k, 3 7 2 OOf^l/- K 

fca*^ — H3 7 (c) (D^l/-h3 7 2 

1 a** utk— ^x>^-f -x-r cdhjs/ — K*«j«-r** 

4gy — K3 7 3 1 \Z^.&/<7,±(DS — K*— T*fc& 0 -r 
y — K3 7 2 1 , 3 7 24. 3 7 25. 3 7 3 

-K+-£MLTX>f'ff-<Bnk ( 3 7 2 OCD^fr 

[0 19 6] 2 X>^^f-f Bnk, 3720 

M»Lf=*a»<b*— ?n-y* (^ekb) i±. Jl<£x 

liX>f ^f-fAnn, 37 10-efeU, X>f>ff>f 
Bnk. 3 7 2 0CD1I£/— K3 7 2 1 — K£ 

LT^t^x>f-ff^-efc^ 0 

[0 19 7] X>f -ff'f An n. 3 7 1 Oli v T{iX 
>Wi^Bnk, 3 7 20^btM+-^P'^ 

(«EKB) £g<W<&£* *-<7)*— ^ay^lc#£ 

^t^)X>^^ ^-f Bnk. 3 7 2 OCOlI^y — K3 7 2 
H^t^XVf^f^fAnn, 37 100^- 
K37 2 1 f % T^XV-x^r "r-T Bnk. 3 7 2 Olzfc 
l^TSgSr£*tfc*— iCtS^LT. g#0X>frff^A 
n n. 3 7 1 O O^:? E K B <&MS»fflS£Sgff £ D H 
3 7 (d) |;x>f-{f^ An n, 3 7 1 OOV)— 
^C^^-To IVf-ff^Ann, 371 0^r^ol^r. H 

S3 7 (d) <D-9r^;u-h 
3 7 11 ^£^i&r^-"^ E KB^fLT^fiXVf -<f 

-rcoy- K3 7 2 1 izmu^/^^mf&^-^y — K3 

711. 3714. 371 5CD^ — K^— T*fe^)o C*t 

K<D-/— K*-SI«LtX>f-ff^ A n 
n. 37 1 0©|rfc«j:H»«EKB$4«t4. 
[0 19 8] ±{4CDX>^^^-r 
l3fcL>THtr Ls HI2 9 (b) T^Lfc;b-Kx>f 

f-ff^ f3fcL^TlE»^^^^fc-9■^EKBfi % g$!6<J|C^r 
-*t7-fe>^- (KDC) |:i2H!$;h,, ft^^H^o * 

— SEfHr>*— (KDC) li. -T-<TCDx>^>r 

MS^^^EKB^cS•oa^r. li^ftEKBS4*«c 
MSrEKBIi. 'j7fC->7 £*itz^>J--< T-<\zmi-Z>"r 

[0 19 9] x>^^ ^r-T (7) 'J 7t^— ^^m<D->— ^r>X 
0&E13 8ICtf-To *GS¥-HI£[2]3 8C0->— <r>XElfc 

i:-r^,x>^>r ^r^e^xviF^^^ (E-En) I3\ 
I>fYf^fIX>f'ff-f (E-En) P^CD'J tK— 



3Mj8jy - K£$l8nrsfc ( toici£^fc*-M8r£ 
ft&lK l>f<f-feil>f^f-f (E-En) <T) 

(E) 14. -ttex^-fT-ffciSttSih.*. MSr-y-^E 
KB (E) £SHLfc_t<4 («) x>^^ (P1 _ 
En) 14, MSff-9-^EKB (E) OMSfM^y - Klc« 

^^-McM£/\'X±©y-K*-£M$rL.fcMSlfr 

■y-^EKB (PD *±m-tt>* ztizommzmx. 

fc-r-tr<7>-9-^EKB^+-^fT-tr>^- (KDC) IC 
«tt**l«***i* 0 (KDC) I*. 

t^troi>f<f.froiir«EKBt8^T, « 

XV-7--T ^l'l-S^-*r/\VXT-CD«-^A^BJ^4-Bg^. 
[02 0 0] 03 9l=y*— >S*ifcTfix>T^x-f 

14, i>T-fr-foyj|«-^|=j:yH«r**i. x&x> 
T-f T-f O'V y - l=fclt*3Rfl|y -K39016X&-9-? 
h*1?<0/<XlrS^5y— KdF~<OS«rlc«k y, 

^tfcT&X^^-f^YOlI^y— K3 9 0 20)S— 
-<t, ±fei>f-ff-f(»*Sg/-K39Ol0y-K 
f4^— gE<tfc-5 0 x>t^ -rfoysp— .j7&|-^._ 
»tT-b>*- (KDC) WoTtaiftiEKBIt, 

* -~ L L ' T<4x * °> 'J — ? I- 
£t/WXI4, ^— ^ff-tr>-5— (KDC) lzj;-x.r^ 

[0 2 0 1] ±&0)tStBXT'lt s f/WX^flt 

-5 iTfS© x > t- -f a) 1 j ^ jujg,- 0 LA riji H j L 

fc«<. 'y;-OT+fsi=fesx>^-<^'r^sx>T^^ 

-f ^-E-CDiiix >^ f ^f-f a< y J/ -T-5ffllSt,xt5 <>: 
^ScD^a-bxictoTSJtl-cao-S. *ISrox>^ Y T- 

* S*ifcx;,-r-r ^-r^x>^-f ^-fajTiilcJSf •§ 
^TroSEHaxv^r -r -r-f J: yf/W x LT ') 

[0202] z<D^oi-. x^T-fT'fmQ.vo'jm— 

[0203] [x>-r-r •r-COJ'y-i'/^t'y -r-f^S] 2fc 

■C. #x>-f -f T--f<Dtt§-*-.5$--f,<|f y (Capabj| 
ity)£@SLT, W^tfy^lz/fcCfcai/^vyBB 
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lM4^roii^fflig^Dy5A^5aST'^-5^ T/W 
[0 2 0 4] EUoicW^tfy-f^sggLfcx^T- 

ffi^isi^f -fr-f 400 ni, a^s^se 

A, B, Cro^^Ax^*^^-^,^^,^- ,j 
iVf^f-ftLtSIS^. JWMdtt. 0»*l4fc 
S-S^JEm^Q^^A-A. B , *fcl4c^iCr*)±$6L 

[0 2 0 5] mmzn^^-^ 4 O 0 2li#^S*^ 
xCB^f-teC. X>-r < -^^4 003I4#^f?±*iCA 
*fcl4B. I>f-ff^4 00 4l4^j&S£?jieB s X 
-f-f 4 o o 5l4-&^if^iCc$«aa-r-5^i:A< 

[0 2 0 6] — x>^r< -r-f 4 0 2 1 14. 1H£S£ 
^xtp, q, rf?F§t4l>f^f-fi:LTSiJ 
*L, I>f-ff-f4 02 2lttSp, q OIHffS^ 

xt. x >-r-f f-(402 314*5* p«)li«|f*A<orffi7S: 

[0 2 0 7] ^,t5^l>f^f-f©^A-t-'Jf 
-ftt$gl4. #EfT-fe>$— (KDC) l-fcLxr'ga* 
*-*lT-b>*- (KDC) 14, 0i];tl4&.53> 

^■Rr«g^*3a<b^-^Q-v57 (E KB) 

-r ro^-r / < t* y ^ ^ flMRi=*^i\T*«-r 4 c «t *< T * ^ 

■i /X" fy x-c «*l=*^txT4jaLfc*»fl:+-/a 
^ (EKB) l=«fc-r.TBf^bLf==l>T>'y^-^BB« 

*<RlliJEE-ry U X lei* L T <D#-ft%o>%im zfa y 5 a $ 
«» l=««f S C t Plfife t ft 4 . 
[0 2 0 8] |H4 0-<M4±TCOX>7^7^|c-d 

04 OOTlJtfiS;^ 5iz-f<T(Dx>x-f ^-T/r'tr-f /-vt'y 
■r -T If $8 4 C 1 14^-T L t!^S7?l4ft < . m*. 
1404 1 1dtt-cfcdlc^r/xVxAtJS-r-S^TISWx^x 
-f f •< l:our«)^^^/(f 'J f ^Sf sir, gjg 
rox>- r ^^Yicis^-47 J /\vxfl)^- 1 '/<ey5 L 'f 




-36*T-tr>$— (KDC) icfcl^TSSLT* =i>^r> 
mt£^$h\t*c—?nvO (EKB) £STl£(&X>^-< 

X*<S*S*l/=x:y J f-f t-^T 4 10 1=410 Sfcfclf 
O^t^^/^f'Jf^ »fT-fe>*— (KDC) 

[0209] 0 4 2|Z^-^^T-tl>^— (KDC) (Cfc 

■To y-</<tf U^r^e^T 1 — ^;Ki. 04 2 (a) CDJ: 
5^f-^M^ 0 "Tttt?*. <&x>^>ri^£ia 

m-?z>ffift\=f-t Ltroi>f^f^f i d. froi>f^ 

'JXh, COW/^e'Jf-f 'JX M£04 2 (b) IZ^ 

fctdic. «*i«j*^-*w±flM*5t (a) 3b<a« 

RTfl6T?fc*U* [1] . teS^pTffi-CfcHl* [0] . 

7 s — *w±«a*r3S (b) A««3pnie-efc*itf [i] . 

flffl^RTie-efc*H* [0] «*fc|g«(D^--$ffll 
S(COInT(DpJS^ 1 h-5*3 [1] f:f-l* [0] £ 

[0 2 10] w /^egf-fffif- 7mz\* % 

IZ. §I>f-ff^W^EKB, fc^lMi^EKB 
JWSIJCD^— X|C««A£*lTl*£«^l*. ^EK 

[0 2 1 1 ] ^r— S£fT-fe>$ — (KDC) W /<tf 

P-/^ (EKB) £±fi£-f£ 0 043^ffllxT. ^r-f/^ 

e'Jf-r tf$8fzgo* < *r#Mb*- ? □ <7 a)±j»«igic 

[0 2 12] £-T. X^y^S 4 3 0 1 |Cfcl*T\ 

*fHr>*— (kdc) f* % ^/^eu 

£IEff L/cl^^l*. 04 2 (a) (E^-f^t: 'J^f< 'J 
X h^^>. WxKW^-SrH^flM (»3tA) (DBS 

[i] i=K«*ftfcx>^*x*«M?-r*. 

[0 2 13] X^^^S 4 3 0 2ICfcl^T\ 
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£ *t * t x > t- t- -f i r o r m &L £ *i & X > t" =r 

-f I DCD VX h^St^o *IC X^i/^S 4 3 0 3 

&gfc/*x (*-M^y-*rta)/U) SSRtSc 

Xf7^S4 3 0 4t'lt il^X>^f>f^^ I D0UX 

[0 2 14] aMRxi/T-f T"-f I D0'JX hIz#**tS 
±Ta>/*Xfi#WSS7-f&<t* Xf'^S430 5l:S 
iB«Lf=/<X£* S«X>-T-<ir-f JCcfcoTO^flt 

[0 2 15] X^r^^S 4 3 O 6ICfcl^T. Xf 

7^S4 3 0 5 -e^fiRLfc^ 'J— MO/ - K^r— COM 

7 U - S Mt^SRx >f -f f •< 01f^E K B 

x^^^s 4 3 o evZi&LLtzmms- K4— ^ic^^ 
t^ra^xv^^^r-f^^/^-f xic*5i^ra>^ffi^RTffi 
(ekb) ^^i$-r^o 

ICLT^*Lfc*»<b*-^P^^ (EKB) li. »S 

o^/^euf^ ^^o^/wxic^t^ro^fijffl. -r 
ttt>%«#pr*a*«i<b*-^p^^ (ekb) i:^ 

€>o Z\Ortrtto\l*—~?Uy'? (EKB) T'0>J^_Ii=l>T- 

y^AfzS^tNTJiltLf-nV^V^^Bi^bLrT/N* 
-fxeaftti-t-C, ^~^fT-tr>^- (KDC) iz 
<fcoTg«*4xfc^(DffiSWteJST r /WXlzfcl^T<D 

[0 2 16] C(Dck5lz^r— ^§tr-tr>^— (kdc) 

S03>f>70I4prffi«cf/\Vx0^<a§pJS|35: 

m$)it*—yav<? (ekb) s^-r*. ^ot. ^ 

fc^xv^fw^r-r^S^Stt^iS^lzli. ^-(0«r«eti 
^^ii^a«a^i^oL>-ci2i4 4$fflixrift^-r^> 0 

[0 2 1 7] 04 4f*. grSx>^r-f -x-f 35^— 
<r>X$^Lf-I2]T*fc^)o 

[0 2 18] Kfcl= % VU-*iit4"lcii*n**L4«r« 
(^) x>^^ ^-T (N-En) it. ±it (m) x>-r 
-fr-T (P-En) in»LT»r«««S«**fT-r4o 

^|z^LT±iix>^^^^ (P-En) iciSW-fft. 

[0 2 19] ll»*iMLfc±ttI>f -ff-f (P 
-En) li. SttLfcftrtt x>^^^^ ( n — E 
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n) (D'Amm&MiWm&'nm (CA : Certificate Auth 
ority) fc«£2£U C A(D«« Lfc8r« (■?■) x 

>t^tm (N-En) <D<&mmz%:m?z> 0 ctibo 

*tt#UJ\ -hlix>7"^^^ (P-En) £&m {=f-) 
0)KIiEA<J&7-r€>£. Ifex^f^f-f (P-E 

n) it. 8r& (=?) X>-r^^-r (N-En) <Dg£tft 
I^rTU Srjft (TO XV^-f^ (N-En) CD/— K 

^— ft£r*J! (TO i>fYf-f (N-En) \z&mf 
£<, Z(DS— K*— I*. ±teX>^>r J r-r (P-En) 

(^) x >f-ff'{ (N-En) (Dm&S— h\ -fftt> 

[0221] z^y-K+-M^7t^t, »H9E 

(T) X>ir-fT-f (N-En) f* % $r*£ (TO X>^ 

(N-En) 0)^'J-«|fitS«»L. «SSLfc*y 
'J— (DM^rr»« LfcHifl-/— ^(DV-yjV- h^-ftlg 

-s* ±&x>^^^^ (p-En) * % m X 
>T^f^r (N-En) (DiiAnfZcfcy. *a^b-r-&*aat 

y — K*it»lLfc±ttx>T--r7 L -f (p-En) flCD+r 

[02 2 2] Sr£t (TO X>-x^^^ (N-En) 

(-7-) X>^^ (N-En) F*Jtf)/— K*— % 

d^Lft-t^X^-f^ (P-En) IZ&tfU 2 
^B(DX>-7 L -<T-^r*l : ^-r^>T r /<^XIZ-3t>T 

CO *--f / * tf y ^ < « ft -Mix >^ *r T-^lciBtt-r & o 
[02 2 3] Srfll (TO x>^^ (N _ En) ^ 6 
-9- ^ E K B «fc 1/ >r -f , < e 1 J t- -f tf « $ »« L * = ± <& x 

>-r-fT"f (P-En) fi s gfLWEKB^^ 
/N°tf 'J ^tf$8<t. ±i4l>x-< "X-f (P-En) <Z)M 
fcrLfcl^EKB^ft*— Wills'?- (KDC: Key 
Distribute Center) l=£flH-«, 

[0 2 24] 3&fHz>£ — (KDC) I3\ S$SL*= 
X >"r -r -r^T OJif^ E K B J: tfW fcf 'J -r tf $8<t 

* a 4 2 -cKn l tz *r / ^ e y -r -< ^ji^— ^nces 

-tz>*~ (KDC) f* % MrLfcW/tbf'jTr-fMT- 
— ^UfcS^HT. «^ftitt©EKB, tft*)4*t 

ojwM»w«a e k b * c ta^Rnut 

[0 2 2 5] Kl±, tt£0>ftftffl&#HLtt*<&* 



[0 2 2 6] 

7 it LTHWtLfcS/'J — <DJU— ha&*& 'J — ?£-e<7>/Sx 
±<d;u— K y — h\ fc^tpj— ;7iz#**— ftStf/Stt 

-ttIL, tt-9-^y-lzM-r*/— K*fcf*U — ^ 

-JuvO (tr^EKB) $Mt^S»(DX>f'ff'l' 

ftissu aaoivf^ff^Mtst^M^ 

-^P^^7 (tr^EKB) Zmi^T. «R*ftfcl>f 
KB) £±j£LTi2it'r£*jS<t LfcO)T% P8»«ig<7) 

v ij ft ^fij l r M-r ^c<t t «t y % 

[0 2 2 7] *t>fc. *flSWO>««MB3B*>x^J3J:Ot 
[0 2 2 8] *f>fc. **W©nMa««S/X^AfcJ:tf 

[si] **wi(Dit««iai/x^A<z)«fi6«ftsi^-r4 
CH2] ^woniaaiaie/xxAizfei^rssfflprttft 

[13] **^<Otf«fll31>X^Arztelt-5€.a^r— . 

[H4] **M(Dtf««l31S/XT-AJCfclt-&«.«^— % 
^-^(OEflTfZttfflSn**^*— ^P-V^ (EK 

b) (Dm^-tmx^ho 

[85] *^^(Dtf«to?ivX^A[cfc(t^Z3>^>^ 

*—<nitth\k*—-Juyt (ekb) ft^ffiLf-iEflr^j 

[0 6] *«^(Dlf«ffi31^X^rAfzfclt^^-jai'fb^r-- 
yuv9 (EKB) fl)7t-7ymS^tHlf*6, 

?UvO (EKB) (D*y<DiaSHfflt6Hl?ft«, 

[El 8] *«^a>lfa«aai/XT-Aictei+«#ja4b*— 

(EKB) 3>T">»V+— . 3>T">*Vft 

flf-t^ r iB«-r £ 7*- ^ ft TF-r El fe & . 
[as] *§£w<Dft»mmis7sTixizte\+z>mmt*- 

Z?Uyt (EKB) t. % =»>^>^ft 

^TBBfSLfcii^^/Wx-ceDaiaffJft^-rH-eft 
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4o 

[hi o] ^leqHeDitttfflavx^rAizasit^waft* 

-7fa^^ (EKB) t=i>-r>U/*IE«««l=tSttL 

tzm-so) *tit \z o l x x iftB^-r * h x & * . 

[Hi 1] **HB©ill«»ai5/^^AI=J8lt**»ft^r 

— (EKB) =3> J r>*V+— ^iSfrt-r^fll 

[H12] ^BMcDmrnmrn^^^^z^xmrn^m 

-^Q^<7 (EKB) BE*— SflHtT 

— $«ja<b, ^r/Wx-eofflsfiys^-ria (f©i) r* 

[11 4] **Wa>flMB«Si->^^AIcj3lt**»fc* 
(EKB) l2liE*-£<ft1*TIEfI-f 4^ 

— $mmt % t'U xx*<Dmmm&7*-rw (^2) -e 
can 5] *§£BA<Dmnmmi/*T^\zni\xmm'*im 

a^H«B»*ai-**BBE»a->—^>xS*t-HT? 
[HI 6] **MO)1t«[«i3lS/X-T-AlCj3L^T^BB«» 

#**fcJ:*BIE»ai*«L^T*«Mb*— ^Pv* (E 
KB) n>^>^^r-S«l±TiBfi-rs«iS^^-r 

[Hi 7] *«W(D«*iM$/X^Alcfcl*T»»fc* 
-?D*$ (EKB) fc % Bt*Hb^D^A5*-*S» 

[Hi 8] *JM(DllHMl^XfAlc|s^TlHWtt 
*3>T->*V • YVtyUf-f -fi'^f ( I C V) 

a>±dcfzffiffl-r4MAc«*fiK«is*-rH-efc*. 
[hi 9] **na>imiaBi/X7Ai=feit«*ttib^ 

-^P*y<7 (EKB) I CV±|jMr— £0M*TE« 
1 ) T'&^o 

[H2 0J **BHCDflMB»31*>^-TrAlcfelt**»<b* 

— ^P<y* (EKB) I CV±/«*-£0H±TBB{f 

2) T?fc£ 0 

[H2 1] **W0)1t«fflSe/X-rAlzfcL^TiSfflRrffi 
&=1 >^>\y - -f >f^'Jf-f - y^ffi ( I C V) 

* y 7 KAMA Lfc*«©=i br-ffijL«B*K9»-« 
Hrfc^o 

[122] **Ma>«««l315/XT-AlzfeL^r3BfflpIfi6 
U^^^-^v • Y>f ^'Jf • ^x«/*fll (I CV) 
*=i>7>^«MIKf«:J:Mf=*a|-r«4ifiKtKn i r«H 

[H2 3] *«^<7)1S«ffliSS/X^Alrfclt4PgS^U 
— «aSO)*T-=fg#Hco«SKWr4HT7ftSo 
[B24] **wa>1f«»ai^'f-Alcfcitft«B6ib* 



mt^~-yo^<? (ekb) cD^dtaafiKn-rtHT 
[025] ^^(Difttfliavx^AfcfeMts^jaft* 

-?P** (EKB) (D±/$iMfI^|ftB^-r4HT*fe4o 

[■2 6] ««ncoifma9i/x'rAicfiit«nKib* 
mt^r-^uvo (ekb) *Btwr*H-c&4. 

[■2 7] *«g^(S««i31i/XxAlzfclt4|IgH^iJ 
— «at <D x > ^ ^ -f eSW/Sl z o i^x HWt 4 B "eft 

[128] **M<0««fflSi/X-T'Alctelt-&BJl^'J 

HT*j&6o 

[129] ^^(DltttSaSe/X^rAlzfcltiBH^y 
-^COX^^^^-Y^Sm/Sl^OlNTlftB^-r^HT'fe 

[130] **M0)«««ttai*>XT-Alzj3it4l8»^«j 

-«a cd x > t << t *r mmmmx <d g if- ? / - k ic o 

[H3 1] ^MOJfllttfflavX^rAlzfcltSPBB^U 
— fifg (7) x > t" -f t- -f ffl * i£ T* CO tfr #t x > t- -f -f S 
»«B31i/— <r>Xlzoi^rKWr*H-Cfc* 0 : 

[132] **w©it««tta->XT-Aizfeit«»Ji^y 

± x > ^ >r t- -f CD Hft I z o t \ t fit f 4 H T* fc 4 0 
[13 3] *«B80)«««a*>X J rAlcJbMt*»B % >U 

L^rKW-r*H-Cft«o 

[13 4] *^<Dififfl«aSi/X^rAlzfcMt4PgS*VU 
-i*(Di>f^f'ffIi*T?(Df/WX'J.#-^» 

Jiico t>-ci&^4 H-e fc £ o 
[13 5] ««ma>wfRaas/XT-Aici3it«m^u 

-«JS(Dl>f^ 7<r *3H*jrea>? s /t«r x ij 

[13 6] *^BJ<DtS««aSvX^AIZfclt4BS^U 

-^cDx>^^ ^-r waflirttfo)^/ <>r x u **-*b$ 

^ E K B [z o L * T mW? 4 H X £> 4 . 
[13 7] ^^(DltafilSvX^rAtZfclt^Pgli^'J 

— «a§c&x>^ ^bs«j?£t<dx>^ ^ 
^«aaicoi^-cKwr*H-(?ft«. 

[13 8] **IH<Dlt««Ba->XT-Alcfclt*B»^U 
2 mm ^->r >x \z O L ^Tgfe^-t 4 H X fe 4 o 

[13 9] *9Bwa>«««aa*>XT-Aict5it*Bii^'j 

>f t±i4x>-r-r-r-f (DBB«lcoixrl»8H-rSH-Cfc 
[14 0] **BB0)«««i31i/X^rAirfclt*B»^y 

[14 1] **w©it*fflas/XT-Aic*5it4B» % v; 
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[04 2] *5§^(D««ffllSi/X^rAlcfclt^^r— 

— (KDC) CD^M^^^ey ^g^f— 

(kdc) (Dgs-r^^-r/^^'j-T^g^— 

[04 4] ^B^<D'tf$B«a3Eiv'XT L AIZfelt4ifr^X> 
[*Hf<BlftIE] 

1 o =3>-r>^aBimii 

1 1 -< h 

1 2 fcrMft& 

1 3 ttEEM 
14 >f>(7 

20 a >*ygMt{Ii] 

21 y-J->Uzi>tf:x— £ (PC) 

2 2 tK— £ ^f/UX (PD) 
2 3 8t*«EL PDA 

2 4 GttH^S 

2 5 S^HUSS 

3 O *=r<<T 

1 O O tm&±$tWi 

1 1 O /\X 

1 2 O Aiii*) I /F 

13 0 MP EG3-f7^ 
1 4 O A£ii*J I /F 

141 A/D, D/Aa>/^ 

i 5 0 v%^mm^f& 

1 6 O ROM 
1 7 O CPU 
18 0 y «J 

1 9 o k^-t y 

1 9 5 GftJKtt 

6 O 1 / \— ^3 Is 



6 0 2 -x^X 

6 03 "r— $7tf-r>$ 

6 04 ^tK-O* 

605 *£7tf-f>* 

606 if—$U 
6 0 7 £ 

6 0 8 »* 
110 1 IBlt-x/^-fX 
2 3 0 1 ;U— h^r— 
2 3 0 2 7 — K^r— 
23 03 

2304 ^» t- =f u y — K 
2 306 +f?* j rzf»jy — K 

2 7 0 1 X^-r-f ^r-f 

27 0 2 +h^;U— h 

2 8 1 1, 2 8 5 1 ^:?;U— h 

28 1 2. 28 5 2 I^f^ff^^-K 

2 9 0 1, 29 02 x> J r«< J r'f 

2950 u+f— ^y — K 

29 7 0 ffl^B/- K 

3 0 1 1, 30 1 2, 3 0 1 3 X>^r^T-^r 
3021, 3022, 3023 'Jlf— K 
3 2 0 1 3fc4i§y — K 

3 2 0 2 HjSy— K 

3 3 0 1, 3 3 0 2 *S|By — K 

3 3 0 3 Wim^>T<(T'(&1}U*tMS— K 

34 1 0, 3420, 34 3 0 X > -7=- -< -f 

341 1, 3421, 3431 *fr~3)V—Y 

3 4 3 2 'J7t-C— ^7f/WX/- K 

3 6 0 1 5R4*y — K 

3 7 1 0. 37 20. 3 7 30 XV^f-f^f-f 

3711, 3721. 3731 -fr^U— h 

3901 *agy — K 

3902 n^y— k hy — K) 

400 1 —4005 Xl/ir^^-f 

40 2 1, 40 22, 402 3 X > -r- -f -r -< 

4101—4105 x>^< -r-f 
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J 



XX 



0 



[mi o] 



zn^f^v C2 

<3>X>y:C2 EKB_2> 
<3>7 1 W:C3 EKB_M> 
<n>r>V:C4 EKB M> 





ecu*** 



[B-2] 



100 



110 



^ 



4 



J* 



AtfJ*3</F 



#) A/D. D/A 



.41 j 

*r$ 4 » MPEG 



« — ► 



150 



(ox. ^i_sn 



1GO 



CPU 




V Xff<»«J 



,170 



ISO 



190 

„1S5 
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13] 

KR 



200 1 -3 5 8 7 01 




Kill 



K °\ KOOOi KO0l °/KO10O 



" Wlof Dl, S D ,„ K100 ^ 



*-.™, Kl01 ° K1100 K111Q 

KtOli K1,0, K1111 

8 10 11 12 13 14 1S 



[@4] 



«1 



✓a>CVofBton).-t 



oo 



Enc(K(t)Q, K(t)R) 



ooo 



OOI 



OO10 



Enc(K(t)QQ f K(t)O) 



EncfKOOQ, K(t)OQ) 



Enc(K(t)001, K<t)QO) 



Enc(KOQio, K(t)QOn 



[H6] 



601 



603 



60S 



(version) 



CB) »ft^p^ (EKB:En-bIInE ^ ^ ^ 



(Data pointer) 



(Signature pointer) 



(depth) 



(Tag pointer) A * ^ 



(served) 



T-*S&(E(k0. Kroot), ..J 



«^»({0, 03, [l, i}, w) 



(Signature) 



\^-&S>tVwm\o*ht " ■ . 


f <>f^ 

ooo 

OOI 
O01O 


. jWfefr— 

Enc(KOOO r K(QOO) 
Bic(KCt)O0l. K(t)OO) 
Eno(K001Q. KCQ0O1) 





60Z 
604 



.606 



^,607 
_608 
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[05] 









ooo 


Enc(KOOO. K(t)OO) 


OOI 


Eno(K<t)001. K(t)OO) ! 


0010 


Enc<KOO10. K(OOOI) 


Eno(K(t)00. K(t)oon) 



KOOO 



KCt)00 



K(t)o 



xA-rxo 



17] 




Cb) 

WSftft*— ?P**{EKB:En*bIn« Kay Block) 
^/WXO. 1. ZiZ/ : ttOy-f*^~faff 



hV^y— KR 






Eno(K<0O. K(t)R) 


fo. n 


Enc(K(t)OQ, K(00) 


(a oi 


Ervc(KOOO. K(OOO) 


h. ii 


Eno<K<t)001. K<t>00) 


io. 11 


Enc(K0010, K(OQOI) 


11. 11 



=f— *:Enc(K(0O. K<0R3. Eno(K(t)00, K(t)O). 
: «0. tj. {O. Ol. |1, 
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(•) 



803 



[08] 
802 



801 



,804 



(b) 
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